Data Processing Annex for Cloud Contact Microsoft Service

A Note On ‘You’

‘You' and ‘your’ mean the Customer.

Data Processing Annex

1 Subject Matter Of The Processing Of Personal Data

This Data Processing Annex sets out the details regarding how Customer Personal Data is Processed when providing
the Cloud Contact Microsoft Service.

2 Duration Of The Processing Of Personal Data

BT or its Sub-Processor will Process the Customer Personal Data for the Cloud Contact Microsoft Service as set out in
this Annex for aslong as BT providesthe Cloud Contact Microsoft Service and for aslong as BT may be required to
Process the Customer Personal Data in accordance with Applicable Law.

The Nature And Purpose Of The Processing Of Personal Data

3.1 The Cloud Contact Microsoft Service is based on unified contact centre technology, supporting v oice and data
overasingle, converged IP network fo enhance and extend contact centre capabilities.

3.2 The Service offers skills-based routing, CRM and computer telephony integration, service IVR and multimedia as
part of a centralised, virtualcontact centre solution. The Service is hosted in a BT data centre capability within the
BT cloud.

3.3 BT provides an environment and data storage capabilities for you to control and manage Personal Data. Given
that recordings of end user and agent conv ersations can be made and stored, any type of Personal Data could
be captured as part of your service provision or provided inadyv ertently by the end user. BT does not hav e access
to your data.

4 Types Of Personal Data and Categories of Data Subjects

4.1 The types of Customer Personal Data Processed by BT or its Sub-Processors or you may be:

4.1.1 website or IP address;

4.1.2 name;

4.1.3 address;

4.1.4 telephone number;

4.1.5 email address;

4.1.6  job fitle;

4.1.7 company hame;

4.1.8 contact records;

4.1.9 usage records (calls);

4.1.10 identity management - user profiles;

4.1.11  call recordings; and

4.1.12 potentially any category of data (where you are the data Conftroller).

This list is not exhaustive as you will specify what Customer Personal Data is Processed.
42  The Customer Personal Data may concern the following categories of Data Subjects:

4.2.1 your employees;

422 your customers or third parties; and

423 any Data Subject (as confrolled by you).

This list is not exhaustive as you will specify what Customer Personal Data is Processed.
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