Service Management Schedule - ESSENTIAL

Part A — Service Terms

Service Management Schedule - ESSENTIAL

This document sefs out the service management functions applicable to the essential service tier. These
management functions will apply for the Service unless the Customer has selected a different level of service
management in the Order, in which case a different service management schedule will be supplied.

In case of any conflict between any of the terms in this Service Management Schedule and the terms in the
Associated Services Schedule(s), the terms of this Managed Service Schedule will take priority unless there are
specific service management terms listed in Part B, Section C of the Associated Services Schedule(s).

Section A - Service Desk

1. SCOPE OF SERVICE DESK
1.1  The service desk:

1.1.1 acts as a single point of contact for incidents, escalations and queries relating to the Services;
1.1.2 is available 24 hours a day, 7 days a week;
1.1.3 is responsible for the management and resolution of all incidents, problems and changes

throughout their lifecycle.

1.2 The Customer will be supported by a shared-desk environment and will not receive a dedicated feam of
service desk staff, unless selected as an upgraded service option.

1.3 The service desk performs the following functions:
1.3.1 incident management;
1.3.2 problem management;
1.3.3 monitoring and event management; and
1.34 change enablement.
1.4 BT will deploy standard systems and tools to support the Services.

1.5 The service desk also works closely with the configuration management team to ensure the reliability of
the Service.

2. LOCATION OF SERVICE DESK

2.1 The service desk will be located in one of BT's global hubs. If BT needs to relocate the assigned service
desk, the Customer will be informed of the new contact details.

2.2 BT will not permanently locate any personnel at any Customer site.

3. LANGUAGE

3.1 All communications, whether spoken or written, will be in the English language. The service desk can
support a number of alternative language options which can be selected as an upgrade and, if
selected, will be detailed in the Order.

Section B - Incident Management

4. SCOPE AND OBLIGATIONS

4.1 Incident management involves diagnosing and resolving incidents so that Services can be restored to
normal business operations as quickly as possible.
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5.2

6.1
6.2

6.3

7.2

BT will:
4.2.1 only progress incidents that are within BT's Service Management Boundary;

4.2.2 Dbe responsible for coordinating and managing each incident from the time the incident is
created within BT's incident management system, through to its resolution and closure, or
reassignment to the Customer, as applicable;

4.2.3 provide incident management using a professional, multi-skilled team from the assigned global
hub;

4.2.4 cssign the incident fo a service desk agent with the relevant skills o resolve the incident aft first
contact wherever possible; and

4.2.5 progressincidentsin line with the contracted Service Levels and the contracted hours of service.

INCIDENT CREATION
Incidents will be identified in one of two ways, either:
5.1.1 proactively detected by BT's monitoring systems; or

5.1.2 reactively reported by the Customer to BT (whether via the Customer's own service desk or via a
third party/service partner service desk) using the contact methods as nofified. End users will not
contact BT's service desk directly.

All incidents are recorded on BT's stfandard incident management system. Once created, a system
generated message is sent to the Customer providing a unique reference number and priority level.

INCIDENT RESPONSE AND KEEPING THE CUSTOMER INFORMED
Throughout the lifecycle of the incident, BT will provide regular updates via the BT portal.

The incident clock starts when the incident is recorded in the BT incident management system. Response
fime is measured from the fime an incident record is created until the Customer has been informed that
the incident has been received and is being worked on.

When BT is waiting for further information or input from the Customer, if site access is needed but the site is
not open, or when the incident falls outside of the contracted hours of service, the incident clock will be
suspended. It will be restarted once input has been received, when the site reopens or when the Service
is back within the contracted hours of service. During any suspension fime, there will be no status updates
and any affected Service Levels are disapplied.

PRIORITISATION

Priority levels are based on impact (the severity of the situation) and urgency (how important and
business critical the site or Service is to the Customer). The timeframe for restoration of incidents will vary
depending on the repair care level and resiliency options chosen for each site or service.

Incident priority levels are assigned as follows:
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8.2
8.3

9.2

Incident Priority Level Description

P1 one or more sites or Services are completely unavailable, or one or more
business functions are completely unable to be performed. For user-based
services (e.g. MS Teams), this would typically be all users.

P2 material impact to business, e.g. a partially interrupted or impaired Service,
which cannot be mitigated or business functions can be performed but in a
reduced capacity.

P3 medium impact to business, e.g. a site or Service experiencing intermittent or
localised interruption or impairment. This might be an issue where a large
percentage of a business is functioning normally, such as the site is suffering
slow response but users are able to work, a small number of users at a site
have total loss of service but the majority are functioning normally, or
perhaps one element of Service is unavailable, such as access to voicemail.
A P3incident would also be raised for a resilient site where either the primary
or resilient path is unavailable.

P4 typically very minor or no business impact, such as a single user or very small
number of users having minor issues but core business functions can be
carried on as normal.

MAJOR INCIDENTS

If an incident is categorised as “major” (i.e. highest-impact, highest-urgency), then the Major Incident
Management (MIM) procedure is invoked. Examples of major incidents are where a large number of
sites, geographies and users are impacted, the business is deprived of one or more crucial services, and
there is a material impact on the wider business, not only the affected Service itself. A P1 incident would
not normally be classified as a major incident, however, a major incident will always be associated with a
P1 incident ticket. Details of how BT handles major incidents is included in the Customer Handbook.

DOWNGRADING OF PRIORITY LEVELS

If an incident is found to have been caused by a Customer power-related issue, Customer-induced (i.e.
caused by an issue within the Customer’s own scope of responsibility), or within a known change window,
the priority level will be downgraded. In each of these cases, the Customer will be informed, with
reasons, prior fo downgrading the priority level o P4.

ESCALATION

BT will automatically escalate incidents if they hit certain frigger thresholds during the incident
management process. However, BT acknowledges that there may be times when the Customer may
want to escalate an incident. In this case, the Customer will need to follow the escalation process
defined in the Customer Handbook.

The key principles of escalation are as follows:
9.2.1 escalations will only be handled for active P1-P3 incidents;

9.2.2 to escalate, the Customer should always contact the BT service desk to perform escalations. The
BT service desk will then escalate to the right level within BT to ensure appropriate action is taken;

9.2.3 incidentsrelated to matters beyond BT's reasonable control cannot be escalated (e.g. force
majeure incidents). These types of incidents will also be excluded from any Service Level
measurements.
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10.
10.1

11.
1.1

12.
12.1

INCIDENT INVESTIGATION AND DIAGNOSTICS

BT will carry out necessary diagnostics to identify the cause of the incident and work to resolve it. BT will
engage with the Customer if further information or basic checks (e.g. to ensure there is power to a
device) are required fo assist the diagnosis and resolution of the incident.

RESTORATION AND CLOSURE

BT will restore Service by addressing the root cause of the incident. If the root cause cannot be
immediately addressed, BT will provide a suitable workaround which will be discussed with the Customer
and followed up with a problem ticket to address the root cause when it is possible to do so.

When a potential solution has been identified, BT will apply it and document it in the BT incident
management system.

Where possible, BT will resolve incidents remotely. Where this is not possible, the BT service desk will
engage with resolver groups and third-party suppliers, if required, and co-ordinate the resolution of the
incident. If an engineer is required to attend site, the Customer wiill be required to provide reasonable
access so that BT can remedy the incident. If the site is not accessible within confractual hours, the
engineer will attend on-site at the time agreed with the Customer and the incident ticket clock will be
suspended during the hours in which site access is not available.

When BT determines that the incident is resolved, the ticket status will be changed to resolved and the
Customer will be informed. BT will attempt to contact the Customer three fime in total, to confirm
resolution, before closing the incident ticket. If the Customer confirms that the incident is not resolved for
any objective reason, BT will carry out further diagnostics until the incident is remedied. Note that
availability Service Level downtime is measured until the timepoint when the ficket is marked as resolved
by BT. If the Customer states the issue is not resolved, where reasonably appropriate, BT will continue to
measure Service Level downtime until resolution is completed and confirmed.

BT keeps a record of all incidents, including the cause of the incident and what action has been taken to
resolve.

HOURS OF SERVICE AND HOW TO REPORT AN INCIDENT

The Customer may raise incidents with BT 24 hours a day, 7 days a week via the BT portal or by telephone,
the details for which will be nofified.

Section C - Problem Management

13.
13.1

PRIMARY OBJECTIVE

When required, BT manages problem fickets to identify the underlying root cause of issues in order to
prevent incidents from re-occurring. A problem is characterised as the cause of one or more incidents.
Effective management of problems is essential to reduce and mitigate the risk of new or recurrent service
interruptions or degradation. At the Essential tier of service, problem management is internal to BT and
there will be no reports to the customer regarding problem resolution.

Section D - Monitoring and Event Management

14.
14.1

PRIMARY OBJECTIVE

All assets of the Service with monitoring capability are proactively monitored to detect and pre-empt
issues early. When events are detected through proactive monitoring, an incident record is automatically
generated in BT's incident management system for initial investigation.
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15.2

15.3

EVENT MANAGEMENT

When an event results in an incident ticket, it becomes the responsibility of the service desk to own the
incident through to resolution, as described in the Incident Management section above.

When events with the potential to impair the performance of the Services are identified, BT will use all
reasonable endeavours to act before they impact the Customer, therelby maintaining the reliability of
the Service. Actions are taken via BT's standard processes.

Events are correlated if there are repeat alerts on the same item.

Section E - Configuration Management

16.
16.1

16.2

171

INVENTORY MANAGEMENT

A key enabler to delivering a reliable Service is the existence of an accurate and up to date inventory
and configuration management database (CMDB). To achieve this, BT records new configuration items
(Cls) intfo the CMDB at the point of delivery. Audit and verification activity is carried out to check that the
detail recorded within the CMDB is in line with the ClI attribute information gathered, using discovery tools
when available. Corrections are made where incomplete or incorrect data is identified.

Access to the BT portal ensures the Customer can view inventory information.

MAINTAIN AND CONTROL CI

Maintenance of the CMDB is confrolled and no Cl will be added, modified, replaced or removed without
the appropriate confrolling documentation e.g. approved service request or subsequent order.

Section F - Change Enablement

18.
18.1

18.2

PRIMARY OBJECTIVE

BT manages the governance and conftrols the delivery of operational changes needed to maintain
reliability of the service, including changes required to resolve (or following) an incident or problem.

BT ensures that notifications of planned maintenance (sometimes referred to as planned engineering
works or PEWs) are taken intfo account when planning operational changes.

Section G - Service Request

19.
19.1

20.
20.1

20.2

PRIMARY OBJECTIVE

A service request is a request from the Customer for BT to carry out an add/remove/modify via the
service request catalogue.

REQUEST CATALOGUE
The service request catalogue will be available through the BT portal where the Customer can choose
the pre-priced service requests that are available for their Services.

Some service requests are included within the product tariff and others will incur a charge. Where
charges apply, the billing process will be initiated in line with the costs detailed in the service request
catalogue.
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20.3

21.
211

21.2
213

214

If the Customer wants to make a revision to Service which is not offered as an item in the service request
catalogue, the Customer will need to contact the BT Account Manager or Sales Specialist whose details
will be provided in the Customer handbook. Where appropriate, a quote may be provided for Customer
authorisation prior to the request being raised and delivered.

SERVICE REQUEST FULFILMENT

All requests must be submitted by the Customer using the Service Request Catalogue, accessible via the
BT portal (or eBond if available). The Customer will ensure only authorised personnel submit requests.

BT will process the requests on the basis that they are authorised on submission.

The expected completion date will be shown in the catalogue or advised by BT after submission of the
request and BT will inform the Customer when request fulfillment is complete.

When relevant, BT will work with third-party vendor(s), to achieve the expected target delivery times.

Section H - Business Continuity and Disaster Recove

22.
22.1

PRIMARY OBJECTIVE

BT has a set of comprehensive, maintained and regularly tested BCDR plans covering BT's general
operations. These plans are compiled in a number of standard templates that are adapted to the
nuances of the different parts of BT's organisation, following best practice standards and aligned to ISO
22301. The BCDR plans show how the BT business will continue to operate during an unplanned disruption
in service, are broad ranging and contain contingencies for IT services, business processes, assets, human
resources and business partners/suppliers.
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