
Security Health Check
A security advisory service 
perfect for a business like yours



How serious will a security breach be? It can cost millions 
to deal with the consequence of a cyber security incident 
– and more attacks are likely if you don’t take action.1

What is it?
Our Security Health Check will help 
support your security posture and cyber 
defence capabilities. Drawing on our 
unrivalled experience and expertise and 
using established frameworks, we will 
assess your defences, identify threats and 
help you to define your strategy. 

With your security constantly evolving to meet new threats, it can be easy to lose track 
of what’s in place, or where your weak spots are. Your business could be open to serious 
risk, and you might not even know it. Even when you’re aware of the risks, you might not 
have the right solution. While you can never remove risk completely, you can manage it, 
get the measure of it and spot what’s coming next.

How does it work?
• We’ll conduct a series of interviews with 

key stakeholders to identify which 
security controls and processes are in 
place, their effectiveness, and where 
there are gaps.

• We will cover a wide range of areas, 
including people, process, and technical 
controls.

• We’ll give you a clear prioritised plan of 
what you can do to improve the 
effectiveness of your existing controls, 
plus we’ll identify where you need 
further controls. 

Identify threats and define 
a strategy to protect your business

Scope and 
objectives

Review 
current 
controls

Define 
roadmap

Report 
and review

Agree on the scope 
and objectives for 
your Security Health 
Check journey

We’ll identify your 
current controls and 
security processes 
before providing a gap 
analysis

Set out a high-level 
roadmap of prioritised 
activities.

Discuss prioritised 
actions and agree 
on next steps

1Source: IBM, cost of a data breach report 2023
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What you’ll get
With our Security Health Check, we get into the 
detail of your cyber security. And this includes 
using industry-leading knowledge like –

• A report based upon an industry standard 
control framework, such as the Centre for 
Internet Security Critical Security Controls or 
NIST Cyber Framework. This will include best 
practice guidelines for cyber-security. 

• A prioritised list of recommendations and an 
overall maturity level assessment of your 
business. We will include a plan to address 
any gaps with a high-level roadmap.

• A formal presentation of the findings and 
recommendations written so that it's easy to 
present to the board as to why changes and 
improvements need to be made. 

Why choose us?

Crucial connections

Because of our position in the industry, we’ve 
got a ringside seat on security. We’re connected 
to some of the biggest names in cyber security – 
giving you access to industry leading insights 
and analysis. Our combined knowledge will help 
identify threats based on adversary, industry 
and vertical analysis – and their relevance to 
you.

Global experience

We’ve got many years of experience in 
protecting both ourselves and other 
organisations across the world. From the 
smallest SME to the biggest business, we’ve 
guided and protected them from a whole host of 
security threats – and we could do the same for 
you. 

First-class credentials

Our Security Advisory team are experts across 
the cyber security landscape, holding 
certifications like CISSP, CISA, CISM, CGEIT, 
QSA, CCEP, CCEP-I, CIPP, CIPT and ITIL.

Plus, we’ve been accredited by Lloyd’s Register 
Quality Assurance for the ISO9001:2008 quality 
management system since 2003. So our 
consulting services have been around for a 
while, improving year on year to bring you the 
best quality of service possible.



Let’s get your journey started

Offices worldwide

The health check usually takes around two weeks and assumes remote delivery.

We might only be able to focus on higher severity issues during the two week engagement. 

But this will be agreed during the scoping phase and can be amended under change control.

Products and services described here are provided on our terms and conditions for Advisory 

Services and our general terms, which can be provided upon request. 

Nothing in this publication forms any part of any contract. 

© British Telecommunications plc 2022. Registered office: 1 Braham Street, London E1 8EE. 

Registered in England No. 1800000.

October 2023

We want to get your security and cyber defences to the best place 
possible. Our Security Heath Check draws on our unrivalled experience 
in the field, using established frameworks to identify, assess and 
tackle threats – all while finessing your strategy for the long-term. 

If you’d like some more information, why not visit our security page.
Or, you can get in touch with us either through your account manager, 
or by giving us a call on 0800 345 7984.
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