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INTRODUCTION
The BROADBAND MODULE and the BROADBAND MODULE PLUS are BT Versatility system
modules that provide multi-user high-speed Internet access as well as VolP (Voice over IP)

connectivity. It also provides a LAN (Local Area Network) that allows users to network PCs and
share printers and other resources within the office.

The BROADBAND MODULE has the following features:

Wide Area Networking

Local Area Networking

Wireless Local Area Networking
Multi-user Internet Access
DSL/Broadband

ISDN

Firewall

VolP Gateway supporting 2 IP trunks
Management

The BROADBAND MODULE PLUS has all the above features but includes a VolP Gateway with
12 endpoints that can be configured as IP trunks, IP extensions, or any combination of both. It
also supports Unified Messaging.
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CONNECTIONS

The following connectors are located under the top cover

ADSL RJ-11

10 Base-T WAN (ETH/DMZ Port) RJ-45
LAN Port 1 RJ-45

LAN Port 2 RJ-45

LAN Port 3 RJ-45

LAN Port 4 RJ-45

ASDL
S i fﬁj
[]4

X2t ANPORT1 LANPORT 2
D WAN ’_FFE_ Fﬁ:\qw
LAN PORT 3 LAN PORT 4

C T

INDICATORS

There are six indicators (LEDs) on the MDF cover.

Heartbeat — steady to indicate normal processor activity

ADSL - a solid light indicates ADSL line synchronisation — flashes with activity
LAN 1 - a solid light indicates an Ethernet connection — flashes with activity
LAN 2 - a solid light indicates an Ethernet connection — flashes with activity
LAN 3 - a solid light indicates an Ethernet connection — flashes with activity
LAN 4 - a solid light indicates an Ethernet connection — flashes with activity

An additional two indicators (LEDs) on the MDF indicate:-

e Not used — permanently lit
e WAN (ETH/DMZ) - a solid light indicates an Ethernet connection
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RESET BUTTON

The MDF is equipped with a white reset button. When this button is pressed, the moduleresets.

LOCAL AREA NETWORK

The module is equipped with a 4-port LAN with the following characteristics.

Feature Description

Speed 10/100 Mb/s switched Ethernet

Mode The LAN device can operate in FDX (Full Duplex) or HDX (Half Duplex)
mode.

MDI/ MDI-X The port will automatically detect whether a straight or crossover cable is

used to connect the LAN device and will adjust itself accordingly.

Autosensing

The port will automatically adapt to the speed and mode of the device that is
connected to it.

Connectors

RJ-45

WIDE AREA NETWORK

PORTS

The module is equipped with the following ports for Wide Area Networking.

Port MDF Interface Description

ADSL RJ-11 This is for "wires only" ADSL service. ITU-T G.992.1
Annex A (G.DMT) and ITU-T 992.2 (G.Lite) are supported.

ETH/DMZ Port RJ-45 This port supports10/100 Ethernet, FDX/HDX, and is
used to connect to an external broadband gateway or
DMZ host.
It does not support MDI/MDI-X

ISDN N/A A single 64 kb/s dial-up connection can be established

over any ISDN line connected to the PBX.
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EXAMPLES

The on-board ADSL modem is used to connect to the Internet using a "wires only" service. See
page 10.

RESE
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—
= Splitter T s
‘.‘ Line -
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Internet /

P
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E

The ETH/DMZ port is used to connect to an external SDSL or Cable modem. See page 27.

| RESET
[ ] o

b

Line

b
.

Internet

I (ANPORT T LANPORT 2
‘.‘ wan

b
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b

The ETH/DMZ port is used to connect to a Gateway into a private network. See page 27.
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ROUTES

A single route using PPP (including PPPoE and PPPoA) and a second route using static or
dynamic IP are concurrently supported. The following combinations of ports and protocols are
possible.

Port Protocol Port Protocol
ADSL Modem PPPoE/PPPoA and ETH/DMZ IP
ISDN PPP and ETH/DMZ IP

For example, the ADSL Modem could be used to connect to the Internet for web browsing and
the ETH/DMZ port could be connected to a gateway into a private wide area network.

FIREWALL

The module is equipped with a firewall that has the following features:

Stateful Inspection

Packet Filter Definition
Network Address Translation
Intrusion Detection

Security Logging

VOIP

The BROADBAND MODULE is equipped with a VolP gateway with the following features:

e 2 endpoints which support IP trunks
e Proxy server registration

e Codecs-G.711, G.729

e  Quality of Service

The BROADBAND MODULE PLUS is equipped with a VolP gateway with the following features:

e 12 endpoints which support trunks, extensions, unified messaging or any combination
of all three

e Proxy server registration
Codecs - G.711, G.729

Quality of Service

BANDWIDTH REQUIREMENTS

The BROADBAND MODULE and BROADBAND MODULE PLUS support two different codecs,
each with different bandwidth requirements. In addition to the bandwidth used by a codec, there
is also an overhead imposed by the various protocols used in transporting the IP packets as well
as signalling. When this is taken into account, the actual bandwidth required for each codec
increases significantly.

In order to ensure good voice quality, it is recommended that the following bandwidth is
available on the broadband connection for IP trunks and extensions
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Codec IP Trunk or Extension
G.711 100 kb/s
G.729 50 kb/s

NUMBER OF VOIP CHANNELS

The following chart shows the bandwidth required to support up to 12 VolP channels. When
calculating the number of VolIP channels that can be used over ADSL, always use the lower
(upload) data rate. Note that data applications for browsing etc., will require additional
bandwidth.

1400

1200 -

1000

800 - @G.711
600 1 mG.729

400 +

200

1 2 3 4 5 6 7 8 9 10 11 12
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QUICK SETUP

CONNECTING A PC TO THE LAN

RESET
BUTTON

ADSL
1
o Power up the PC 2 10BASETWAN ASDL

4

X1 |ANPORT1 LANPORTZ
wan

@ Connect the Ethernet port on the

PC to any LAN port (1 - 4) on the MDF /
using a Cat 5 cable/patch cord. AR P

@ Check that the LED on the MDF cover for the

port the PC is connected to, is lit permanently. This
indicates a good Ethernet connection between the
PC and the Broadband Module

SET UP THE PC TO AUTOMATICALLY OBTAIN AN I[P ADDRESS

Internet ’) My Documents
Internet Explorer
bmy Recent Documents
’J E-mail
Click Start and Control Panel . s
.é Microsol PowerPoint { 7
My Music
@ Lotus Notes 5! iy [y risy
(:'g My Network Places
H@ Microsaft Word -
B conirol Panel
% Encore X Set Program Access and
@ ros
om
% aysBeam ej Connect To acat
. 1 Prinkers and Faces
E';" Adohe Reader 5.0 =
@} Help and Support
X BT Versatility Wizard =
) search
ﬁ]sss 3.3Lite T Run..
All Programs ¥
Log off @] Shut Dovn

i /start & [ © @ @ Terence Wiliams - Inbax ... | TF Microsoft Wo
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@ Click Network Connections

@ Right click Local Area Connection,

Click Properties

File Edit Miew Favoites Iools Help

¥ Control Panel

=ioix
I

Qe - @ - (| P |

Folders ‘ a8

Address [ Control Pane!

B> E

E" Control Panel

i

Accessiblity  Add Hardware Add or
[ swichto Category View Options Remav..
A . )
B o,
See Also # g L
Fonts Game: Internet
& Windows Update Controllers Options
@) Help and Support P y E ")
Regional and  Scanners and  Scheduled
Language ...  Cameras Tasks
TOSHIBA  Liser Accounts  Windows
Power Saver Firewal

-2

B

= -

Administrative AL Sound Automatic  Date and Time Display
ool Setup Updates

& T L B
Keyboard Miouse: PatchLink. Phone an
Update Madem ..,
v @ o R
Security Sounds and Speech System Taskbar al
Center Audio Devices Start Mer |

,

=

é b

Wireless Link  Wireless
Network Set.

[

@ Disable this network
device

€, Repar this connection

] Rename this connection
&) view status of this

LAN or High-Speed Internet

g %

connection

Change sattings of this
connection

Other Places

@ Control Panel
& My Netwark Places
) My Dacuments
My Computer

@ Select Internet Protocol (TCP/IP), click

Properties

@ Select Obtain an IP address automatically,
Obtain DNS server address automatically, click OK

The PC is now set up to automatically obtain an IP address.

Disable
Status
Repair

Bridge Connections

Create Shortcut
Delete
Rename

4 Local Area Connection Properties: 2
General | Authentization | Advanced |

Connect using:

I 5 Intel B255x-based Fast Ethemet

This connection uses the fallowing items:

Bl Client for Microsoft Networks
13 Check Paint SscuRemote
005 Packet Scheduler

Install | [irstal Properties

[~ Description
Transmission Contral Protocol/intemet Pratocal. The default
wide area network protocol that provides communication
acrnss diverse interconnectad networks.

¥ Shaw icon in notification area when connected
¥ Natify me when this connection has limited or no connectiviy

oK Cancel

Inkrenet Protocol (TCR/TP) Propertics ETF |
Germral | Abamats Coniguiation|
Yo ean gt IP setings aesigned aulomlically i yous neswok suppoits

this capabity, Otherwate, wou reed 1o stk powr netwod: administistor fo
e spprcpnde IF eeltgs.

- in an IP address automali
" Uge the lolowing IP sddhess:

1% Do DNS s axkiss andomnatazioky
" Usg the lobowing DNS server sddredses:

Aubgarcend
O, I Carcrd
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SETTING UP THE BROWSER

File Edit ‘View Favorites [ Help

. . = — y s = = =
OCIICkTOOIS, Internet Options D . ) . x| Metemdbews oo gy | e 1L
Back Forward Stop Pop-up Blocker * | Favorites  History Mail Print Edit
Manage Add-ons
Synchranize
Windows Update

Address |

Links ] Aesthetics of the Prime Sequl ndf's Most Comprehensive Motoring Sike &1 Currency:

LAKE Group Info
Doing the Business

EEETTTTEE——— 2]

Geresal | Secusty | Pivacy | Contert.  Cornectiont | Programs | Advanced

@ Sclect Connections, click LAN 9,y e mmnmn s (]

- Dugy ol Viehasd Frrvsbe Hebwork ssttpge
Settings o |
Bm I

Chaose Seting § you nesd b confige & proy Seting:. . |
ttve bon 8 connmction.

e dal 5 gonnecion
" Disl shenervit & nstwoek, connsclon it not pesaant

T Aoy iy el cgrrmction

[~ Local Anea Network [LAN] seftirgs 1
LEN Siefinge dord o lo g cornectors. AN S|

ar, Cancl | |

Local Ares Network (LAN) Settings

@ Uncheck “Use a proxy server for your LAN”, click OK

o] e |

The browser is now set up.
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CONNECTING TO THE PROGRAMMING INTERFACE

In order to provide maximum security, PCs connected to the WLAN are not allowed to program
the module via the web interface. If programming from a wireless network PC is required, the
WLAN interface should be changed to LAN (page 51).

2l x|
0 Launch the browser on any PC connected to the LAN, Eg?\ -
enter OHhttp://192.168.1.1 in the address field, press return 4
Webadmin
User name: {0 admin 5
@ Enter User name (admin) and Password (admin) ] [eosns

@ The Basic Configuration screen is

Broadband Module
displayed :

Braadband Madule Basic Configuration

This page shows general status information about the Broadband Module
(@ Tell mo more about the status mformation.

System Dackup | Restore
| System Restart
N advonced Configuration )
Internet Access settings

Internat Access is provided by the ADSL Modem.

ALISL Hodem The defaudt gateway s not currently set.

ETHOME Port
VelP Mo name (DNS) servers have been configured.

&0
WLAN

About the Broadband Module
The hardware revision for the Broadband Module is C.

The fimware version for the Broadband Module is 134,

SETTING uP ADSL

The module contains an on-board ADSL modem. The connection to the modem is via an RJ-11
connector on the MDF.

Obtain the following information from your ADSL service provider: RESET
Username e
Password Splitter ol
1
Type of Access Line
VPI and VCl values = [CBASET VAN
E 3

X21 [ANPORT1 LANPORT2
0 Connect the data port on the splitter to Oww| #85 | [ F8|
the ADSL RJ-11 port on the MDF. Connect the ,gm—wmy
telephone port on the splitter to a telephone
or fax machine

LANPORT3 LAN PORT 4

10
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@ Enter the programming menu

Click ADSL Modem in the Setup
menu

Click Change the ADSL Modem
settings here ...

8 PPPoA is selected by
default, click Next >

9 Enter the PPP Username and PPP

Password, retype the password, click
Next >

6 The default VPI and VClI values

(0/38) are shown, if different values are
required, enter them here, click Next >

@ Click Confirm Changes

Broadband Module

Broadband Hodule ADSL Modem

Baike Conliuration
Status. The ADSL Modem settings control how the Broadband Module connects to
Systam lladag | Rastors tha Intarnet.
Syshem Restart (@ Tell me mors abos
B Advanced Configuration

HL
ADSL Madem is cumently confiqured as follows:
Intermat Accass is pravided by DBL (PPPOA) with a VI of 0 and a VeI
of 38
The PPP Usamame is

The PPP Password is not sat.

Change the ADSL Modem settings hare.

Broadband Module

Broadband Module

ADSL Modem: Types of Access

There are five types of Intemet Aceess avalable. Choose 3 type that is
suitable for your Intemet connection from the options below:
(@ Tall me mon b ADSL Modsm settings,.,

& PPPOA = use this if you have a PPRoA DSL connection

PROE = use this if you have 3 PPPCE DEL connction
€3 DHCP - use this if you have 3 DHCP DSL cannaction

) Manual - usa this to configure your connection's gataway and DHS
servers drectly

Hest> | Cancel

Broadband Module

Broadband Module ADSL Modem: PPPoA

Banic Condiuestin

Rt In order to use a PPPoA cannection to the Intemat, you must supply a

System Dackup | Restors usemname and passwond to lagon to your Intermnet Service Provider (ISP).

Systeen Rastint Your 1SP shauld provida you with 3 usemame and password when you sign
up for their service,

B Aadvanoed Configue stion
2 (@ Tell e more about the BPE username and passward

PRR Usamama
FPP Password

Retype the PPP Passwaord

HNed> | Cancal |

Broadband Module

Broaghand madute ADSL Modem: Manual VPl and VCI Setup

The Brosdband Module needs to know which VRL and VL it should use for
Internat Access. Enter the VPI and VCI values that your ISP has provided
in the bowas Belaw:

@ Tell me more abaut choosing Vel and VCI value:

it i
vl 3

Mexd » Cancel

Broadband Module

Broadband Module

ADSL Modem: Confirm

[r—
Stats

System Bschup | Restore
T

| Atvsnced Condipratin

Intemet Access will ba provided by PPPOA
The VPI will be 0 and the VC1 will be 38,

Ta confirm these sottings, click on the Gonfirm Changas buttan bolaw,
If you do not wish to apply these settngs, chck on the Cancal button.

Confirm Changes Cancal

11
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0 The new settings are displayed, Broadband Module
Restart the module 3

ntly confiqured as follaws:
provided by DSL (PPPOA) with 4 VP1 of 0 and a vl

||||||||||||

The ADSL setup is now complete.

SETTING UP IP TRUNKS

The following procedure is used to set up the BROADBAND MODULE and the BROADBAND
MODULE PLUS to operate with the BT Broadband Voice service.

A broadband connection must first be established before VolP can be programmed. Refer to the
VolP section (page 6) to find out how many IP trunks can be supported on your broadband
connection.

When you subscribe to the BT Broadband Voice service, you will be given a URL to link to and a
username and password. Connect to the URL from any PC on the LAN and enter the username
and password. The VoIP trunks will then be automatically configured.

To verify that the trunks have registered with the BT Broadband Voice service

e Select “Status” from the main menu, scroll down to VolP and verify that each trunk has
registered as indicated by v .

SETTING UP IP EXTENSIONS

The BROADBAND MODULE PLUS supports up to twelve IP endpoints which can be configured
as either trunks, extensions, or a combination of both. Note that when Unified Messaging
Service is required, one endpoint must be permanently assigned to it.

V-IP Featurephones must be used as local or remote extensions. (Note that other manufacturers
IP phones will not work with the system). Refer to the V-IP Featurephone Quick Reference User
Guide for setting up and connecting the phone.

@ Sclect “VoIP” from the Setup menu

12
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Broadband Module

Broadband Module VolP

9 Select Change VolP Endpoint
types here ...

Setting up YolP for the Broadband Module alcws you 1o route telephony
cals over & data natwork,
@ Tedl me more about Volp.

¥our current VP settings ane:

Ondpoint 1 67116729 Nat Configurad
Endpoint 2 G711,0729 ot Configurod
Endpoint 3 ©711,0729 ot Configurnd
Endpoint 4 G711,0729 Mot Confiqured
Endpaint 5 oI, oee Mot Configured
Endpoint & GI1,GrEe ot Configured
Endpoint 7 G, GrEe Mot Configured
findpoint # G711,6729 Nat Confiquend
ndpoint 9 G711,0729 Wt Configurod
Endpoint 10 G711,0729 ot Configurod
Endpoint 11 ©711,6729 Not Confiqured
Endpoint 12 G711,6729 Mot Configured

Changs Yol Endgmnl types b,
Changs YolP Enconint suthantication heoe...
Changs ValP Endoaint sdditional cotions hang

Broadband Module
© Sclect ITP Extension for each '

. ; VolIP: Endpoint Type
endpoint to be configured as an

You should fill out the following felds.
meore gbout Volb .,

extension @ Tell me e
Extension Type
Endpoint 1 Inacte w
Select Next > P
Endpoint 3 ITP Exteansion
Endpaint 4 TP Extangian ~
Endpoint § ITF Extension v
Endpoint &
Endpoint 7
Endpoint 8
Endpont §
Endpont 10 Inackve »
Endpoint 11 Inacee -
Endpaint 12 Innctve -

[Mests | Comewt |

Broadband Module

O Select Confirm Changes VolIP: Confirm

The endpoint settings will be:

Type
Endpoint 1 Inactive
Endpont 2 Inactive
Endpoint 3 TP Extn
Endpoint 4 1P Extn
Endpoint & TP Extn
Endpoint & ITP Extn
Endpont 7 Inactive
Endpoint 8 Inactivi
Endpoint 5 Inactive
Endpaint 10 Inactive
Endpoint 11 Inactive
Endpont 12 Inactive

To confirm this setting, chck on the Gonfinm Ghanges button bskow. 1f
you do not wish to apply this setting, chek on the Concel button.

Caréirm Changes Cancal

Broadband Module

@ Enter the Password and MAC VelP: Endpoint Authentication

address for each extension. The
MAC address is printed on a label
on the base of the V-IP
Featurephone.

¥ou should fill cut the folowing fields.
() Tell ma mo valP,

Usemame Password MAC Addross
Endpoint 1 |
Endpaint 2 |

i |
001036030
010360300
001036030
001036030

1T Extn 162

IR Extn 154 | ]

1T8 Extn 168
Endpaint 7
Endpaint &
Endpaint 9
Endpaint 10
Endpaint 11
Endpaint 12

Cencal. |

I

Select Next>

13
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Broadband Module

raadband Madule VelP: Confirm

Harsie Configue ation

O select Confirm Changes

e The endpoint settings wil be:
Spstan Hachigy | Btorm
Restart the module | e st Usarmame / Mac
b Advancesd Condiuration Endpoint 1 not Confiqured
Endpoint 2 ot Confiqured
Roatart Required ITP Extn 152 00:10:36:03:00:00
&m [reer——— ITP Extn 153 00:10:36:03:00:00
changes a restart & 1T Extn 184 0D:10:36:03:00:00
recured, 119 Extn 165 00:10:86:03:00:00
Endpoint 7 neot Confiqurad
Eism=il) Endpoint & Mot Configured
Endpoint @ Mot Confiqured
Endpent 10 Mot Configured
Endpoint 11 not Configured
Endpoint 12 not Configured
ETHIDME Port
Vol To confirm this setting, click on the Confirm Changes button below. If
1500 wou de et wish to apply this setting, chiek on the Gancel buttan.
WL
Caréirm Changes | Cancel |

The IP Extension programming is now completed.

The following extension numbers are assigned to each endpoint. These are the default settings.
The extension numbers can be changed in the PBX Flexible Numbering option.
Extension Endpoint
150 1
151
152
153
154
155
156
157
158
159
160
161

O 00 N O U1 N W N

[ S
N = O
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SETTING UP UM SERVICE

Unified Messaging provides email notification of voicemail messages left in the PBX voicemail
system. One IP endpoint must be permanently assigned to UM.

@ select “VoIP” from the Setup menu

9 Select Change VolP Endpoint
types here ...

© sclect a free endpoint and
select UM Service

Select Next >

O sclect Confirm Changes

Restart the module

Broadband Module

VolP

ITP Extn 150
ITP Extn 151
IR Extn 152
ITP Extn 153
1P Trunk §
IF Trunk 6
Endpoint T
Endpoint 8
Endpaint @
[Endpaint 10
Endpaint 11
Endpoint 12

TP Extn 150
ITP Extn 151
ITP Extn 152
T8 Extn 163
P Trurk §
1P Trunk &
Endgpaint 7
Endgaint &
Endpaint 9
Endgoint 10
Endgpaint 11
Engpaint 12

Broadband Module

Broadband Module

Endpoint 1
Endpaint 2
Endpaint 3
Encpaint 4
Endgaint 5
Endgoint &
Endpaint 7
Endpaint &
Encpaint &
Endgpaint 10
Endpoint 11
Endpaint 12

¥our current YolP settings are;

G711,G729
G711,G729
GT11,GT29
a711,6729
GT1L,GT29
G711,G729
C711,C729
GT11,GT29
a711,6729
G71L,G729
G711,G729
C711,C729

VolP: Endpoint Type

‘¥ou shauld fill out the follawing fialds.
@ Tall mo more sbaut YaIP.,

Extansion Type

T
[Tk =]

VolP: Confirm

Tha andpoint settings will ba:

Type
1P Extn
1P Extn
ITP Extn
ITP Extn
Trunk
Trunk

UM Bervice
Inactive
Inactiva
Inactive
Inactive
Inactive

00:10:36:04:65:FA
00:10:26:04:65:F0
D0 106:04:65:FC
D0 10:96:04:65:F0
05600490010
05600480011

Mot Configured
Nt Gonfiguned
not Confiqurad
Mot Conflgurad
Mot Configured
Mot Configured

‘Setting up YoIP for the Broadband Module allows you to route telephony
calls over 3 data network.
(@ Toll me maore about YoiP.

To canfirm this setting, click an tha Confirm Changes button balow. IF
you do nat wish ta apply this satting, click on the Gancel button,

Confirm Changes Cancel |
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PROGRAMMING

All BROADBAND MODULE AND BROADBAND MODULE PLUS parameters can be programmed
using BT Versatility Wizard or via a browser on any PC connected to the LAN. The Welcome
screen and all subsequent screens presented are identical for both methods of access.

Programming from BT Versatility Wizard

Connect the PC with BT Versatility Wizard directly to the V.24 interface on the PBX and launch
BT Versatility Wizard.

[ BT Versatility User Wizard 3.1

File System Extensions Lines Internet Module Hotel Ovida Setup Help

® N ia serial Pon.

Disconnec ted WersatilityPABXInstance xml Idle

e Select “Connect”
e On the pop-up menu select the COM port and speed. The default setting for the speed is
115,200 bps. This can be changed if required.

e Select “Connect”
¢ When the connection is established, select "Broadband Module" on the main menu

CA BT Varsatility User Wizard 3.1
Fie System  Extersions  Lines | iberne Sodule | otel  Ovida Setup  Help

[ i
| Brsadband Modue
1P Trunk Seftings
P Trun Incoming Fangieg
1P Trunk Restrictions

1 " Disconnect.

e vin 24 VersalihPAT I nstince sml Idie
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The Basic Configuration screen is displayed

BASIC CONFIGURATION

The Basic Configuration screen shows the current Internet access settings as well as the
hardware and firmware versions.

Broadband Module

Broadband Module Basic Configuration

Basic Configuration
Status This page shows general status information about the Broadband Mod
System Backup | Restore @ Tell me more shout the status information...

Swstem Reskart
Advanced Configuration

Internet Access settings

Setu)
e Internet Access is provided by the ADSL Modem.
LAN Gateway

ADSL Madem The default gateway is not currently set.
ETH/DMZ Port

“oIP No name (DNS) servers have been configured.
150N

WWLAN

About the Broadband Module

The hardware revision for the Broadband Module is G,
The firmware version for the Broadband Module is 134,

The VDB revision is 1.

SETUP MENU

The Setup menu contains the following:

LAN Gateway

The LAN Gateway address is set by default to 192.168.1.1.
The following procedure is used to change this setting.

e Select “LAN Gateway” in the Setup menu.

The following screen is displayed:

Broadband Module

3
Broadband Module

Addressing

Basic Configuration
Status
System Backup | Restore

addressing controls the network address of the Broadband Module.
@ Tell me more sbout the Broadhand Module address settings...

| System Restart

|| Advanced Configuration Currently, the address settings for the Broadband Module are:
IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Change the Broadband Module address settings here...

Setup

LAN Gateway
ADSL Modem
ETHIDMZ Port

The current settings are shown.

e Select “Change the Broadband Module address settings here ...”

The following screen is displayed: -
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Broadband Module

Broadband Module

LAN Gateway: Setup

Basic Configuration
Status You must provide an IP address for the Broadband Module and a local
subnet mask,

@ Tell me more about the IP addresses and subnet masks...

Broadband Module IP Address .

Broadband Module Subnet Mask . 1255 255 |, D

System Backup | Restore

System Restart
Advanced Configuration

Satup

LAN Gateway
ADSL Modem

ETHDMZ Port:
Welp

Mext > Cancel

e Enter the new IP address and Subnet Mask.

e Select “Next”

The following screen is displayed

e Select “Confirm Changes”

The following screen is displayed

Broadband Module

S
Broadband Module

LAN Gateway: Confirm

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

The IP address for the Broadband Maodule will be 192.168.2.1.
The Subnet Mask for the Broadband Module will be 255.255.255.0.

To confirm this setting, click on the Confirm Changes button below. If
you do not wish to apply this setting, click on the Cancel buttan,

Setup Confirm Changes Cancel

LAN Gateway
ADSL Modem

Broadband Module

Broadband Module

Changing IP Address For The Broadband
Module...

Basic Configuration
Status

System Backup | Restore
| System Restart

| Advanced Configuration

Your router's 1P address is being changed.

There will be a short pause while the address is changed, and
then you will be redirected to the new address. If you have
not been redirected within 30 seconds, click on this link to go
to the new address,

Setup

LAN Gateway
ADSL Moderm
ETH/DMZ Pork

When the new parameters have been saved, the following screen is displayed showing the new

settings

Broadband Module

Broadband Module

Addressing

Basic Configuration
Status

System Backup | Restore
. System Restart

| Advanced Configuration

Addressing controls the network address of the Broadband Module,
(@ Tell me more about the Broadband Module address settings...

Currently, the address settings for the Broadband Module are:

IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0
Change the Broadband Module address settings here...

Setup

LAN Gateway
ADSL Modem
ETH{DMZ Pork

Note that the DHCP Server address range for LAN hosts will automatically change in the
Advanced Configuration settings to reflect the new address range.
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ADSL MODEM

To set up the ADSL modem, obtain the following information from your service provider.
- Type of Access
- Username
- Password
- VPIVCI
e Select “ADSL Modem” from the Setup menu.

The following screen is displayed

Broadband Module

ADSL Modem

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart

The ADSL Moderm settings control how the Broadband Module connects to
the Internet.
@ Tell me more about the 4DSL Modem settings...

Advanced Configuration
ADSL Modem is currently configured as follows:
Setup
Internet Access is provided by DSL (PPPoA) with a ¥PI of 0 and a VCI
of 38

The PPP Username is .

The PPP Password is not set.

LAN Gateway
ADSL Modem
ETH/DMZ Fort

woIP
15DM
LAN

Change the ADSL Modem settings here...

This screen shows the current settings.

e Select “Change the ADSL Modem settings here ...”

The following screen is displayed

Broadband Module
B
Broadband Madule ADSL Modem: Types of Access
Basic Configuration
Status There are five types of Internet Access available. Choose a type that is
System Backup | Restore suitable for your Internet connection from the options below:
@ Tell me more about 4DSL Modem settings...

System Restart
B Advanced Configuration & PPPoA - use this if you have a PPPoA DSL connection

PPPOE - use this if you have a3 PPPOE DSL connection
Setup

LA Gateway
ADSL Modem
ETH{DMZ Port. servers directly

-
¢ DHCP - use this if you have a DHCP DSL connection
-

Manual - use this to configure your connection's gateway and DNS

WilP

WLAN

Four options are presented for Type of Access:-

(1) PPPoA

This option uses Point-to-Point Protocol over ATM

e Select “PPPoA” from the “ADSL Modem: Types of Access” screen
e Select “Next”

The following screen is displayed
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Broadband Module

Broadband Module

ADSL Modem: PPPoA

Basic Configuration
Status

System Backup | Restore
Syskem Restart

In order to use a PPPoA connection to the Internet, you must supply a
username and password to logon to your Internet Service Provider (ISP).
Your ISP should provide you with a username and password when you sign
up for their service.

(@ Tell me more about the PPP username and passwaord...

Setup PPP Username
LAN Gateway PPP Password

ADSL Modem
ETHIDME Port FERpEe e FFP Pessuere)

WolP

15DH MNext > Cancel

WL AR

| advanced Configuration

e Enter a Username and Password. Retype the Password.
e Select “Next”

The following screen is displayed.

Broadband Module

Eroadband Module ADSL Modem: Manual VPI and VCI Setup

Basic Configuration
Status

System Backup | Restore
System Restart

The Broadband Module needs to know which ¥PI and VCI it should use for
Internet Access. Enter the WPI and YCI values that your ISP has provided
in the boxes below:

(@ Tell me more about choosing YPI and YCI values...

Mext > Cancel

Advanced Confiquration

Setup

LAN Gakeway
ADSL Modem
ETH/DMZ Port

woIP

VPI/VCI

VPI/VCI (Virtual Path Identifier/Virtual Circuit Identifier) specify the ATM connection between the
ADSL modem and the service provider. The VPI range is 0 — 4095. The VCl range is 0 — 65535.
The default values are 0/38

e Enter the VPl and VCl values if they are different from the default values
o Select “Next”.

The following screen is displayed

Broadband Module

Broadband Moduls ADSL Modem: Confirm

Basic Configuration
Status
System Backup | Restore

Internet Access will be provided by PPPoA,
System Restart The ¥PI will be O and the YCI will be 38.
Advanced Configuration
To confirm these settings, click on the Confirm Changes button below,
If you do not wish to apply these settings, click on the Cancel buttaon,

LAN Gateway
ADSL Madem
ETHIMMT Bk

Confirm Changes Cancel

e Select “Confirm Changes”

The new parameters are saved and the new ADSL Modem settings are displayed.
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Restart the module.

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

Restart Required

To implement your
changes a restart is

required,

Festart

The ADSL Modem setup is now complete.

(2) PPPoE

This option uses Point-to-Point Protocol over Ethernet.

The following screen is displayed

Broadband Module

ADSL Modem

The 4DSL Modem settings control how the Broadband Module connects to
the Internet.
@ Tell me more about the ADSL Modem settings...

ADSL Modem is currently configured as follows:

Internet Access is provided by DSL (PPPoA) with a ¥PI of 0 and a vCI
of 38

The PPP Username is username,

The PPP Password is set.

Change the ADSL Modem settings here. ..

Select “PPPoE” from the “ADSL Modem: Types of Access” screen

Select “Next”

Broadband Module

Basic Configuration
Status

System Backup { Restore
System Restart
Advanced Configuration

Setup

LAN Gateway
ADSL Madem
ETHJDME Port
voIP

150N

WLAR

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart

| Advanced Configuration

Setup

LAN Gakeway
ADSL Modem
ETH/DMZ Port

woIP
15DM
LAN

Broadband Module

Broadband Module

ADSL Modem: Types of Access

There are five types of Internet Access available. Choose a type that is
suitable for your Intermnet connection from the options below:
@ Tell me more about ADSL Modem settings...

PPPoA - use this if you have a PPPoA DSL connection

~
@+ PPPOE - use this if you have a PPPOE DSL connection
¢ DHCP - use this if you hawe a3 DHCP DSL connection

(‘

Manual - use this to configure your connection's gateway and DNS
servers directly

- Cancel

ADSL Modem: PPPoE

In order to use a PPPoE connection to the Internet, you must supply a
username and passward to logon to your Internet Service Provider (ISP).
Your ISP should provide you with a username and passwaord when you sign
up for their service.

(@ Tell me more about the PPP username and password...

PPP Username
PPP Password
Retype the PPP Password

MNext > Cancel

Enter a Username and Password. Retype the Password.

Select “Next”

The following screen is displayed.
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Broadband Module

Broadband Module

ADSL Modem: Manual VPI and VCI Setup

Basic Configuration

Status The Broadband Module needs to know which ¥PI and VCI it should use for
Internet Access. Enter the WPI and YCI values that your ISP has provided
in the boxes below:

(@ Tell me more about choosing YPI and YCI values...

et > Cancel

System Backup | Restore
System Restart

Advanced Configuration

LAN Gateway
ADSL Modem
ETH/DMZ Fort

valP

VPINCI

VPI/VCI (Virtual Path Identifier/Virtual Circuit Identifier) specify the ATM connection between the
ADSL modem and the service provider. The VPI range is 0 — 4095. The VCl range is 0 — 65535.
The default values are 0/38

e Enter the VPl and VCl values if they are different from the default values
o Select “Next”

The following screen is displayed

Broadband Module

ADSL Modem: Confirm

Broadband Module

Basic Configuration
Status
System Backup | Restore

Internet Access will be provided by PPPOE.
~ System Restart The YPI will be 0 and the YCI will be 38.
B Advanced Configuration
To confirm these settings, click on the Confirm Changes button below,

et If you do not wish to apply these settings, click on the Cancel button,
etup

LAN Gateway
ADSL Modem

Confirm Changes Cancel

e Select “Confirm Changes”

The following screen is displayed

Broadband Module

Restart the module

.
Broadband Module

Basic Configuration

Status

System Backup | Restore
System Restart

|| advanced Configuration

Restart Required

To implement your
changes a restart is

required.

Festart

Setup

LAN Gateway
ADSL Madem
ETH/DMZ Port

The ADSL Modem setup is now complete.
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ADSL Modem

The ADSL Moderm settings control how the Broadband Module connects to
the Internet.
@ Tell me more about the 4DSL Modem settings...

ADSL Modem is currently configured as follows:

Internet Access is provided by DSL (PPPoE) with a WPI of 0 and a WCI
of 38,

The PPP Username is username,

The PPP Passward is set,

Change the ADSL Modem settings here. ..

Your current MAC spoofing configuration is as follows:

MaC spoofing is disabled.
Enable or dissble MAC Spoofing here. ..
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(3) DHCP

This option uses RFC 1483 Routed. DHCP (Dynamic Host Configuration Protocol) is used to
automatically obtain the IP addresses.

o Select “DHCP” from the “ADSL Modem: Types of Access” screen

Broadband Module

Broadband Module

ADSL Modem: Types of Access

Easic Configuration
Status
System Backup { Restore

There are five types of Internet Access available. Choose a type that is
suitable for your Intermnet connection from the options below:
@ Tell me more about ADSL Modem settings...

| System Restart

| Advanced Configuration ¢ PPPoA - use this if you have a PPPoA DSL connection

PPPoE - use this if you have a PPPoE DSL connection
Setup

LAN Gateway
ADSL Madem
ETHJDMZ Port:

YolP
ISDM
WLAN

(“
@& DHCP - use this if you have a DHCP DSL connection !
ol

Manual - use this to configure your connection's gateway and DNS
servers directly

Cancel

e Select “Next”

The following screen is displayed

Broadband Module

Broadband Nndile ADSL Modem: RFC1483 Mode

Basic Configuration

Status There are four types of RFC1483 connection available. Choose a type that
System Backup f Restare iz suitable for your Internet connection from the options below:
Swstem Restart (@) Tell me more sbout ADSL Modem settings...
|| Advanced Configuration LLC Bridged
LLC Routed

Setup

YCMux Bridged
LAN Gateway

ADSL Modem
ETH|DMZ Port
WolP

150N

WLAK

T Y W

YCMux Routed

Enable Link State Monitoring: W

MNext > Cancel

e Select one of the following modes. Your service provider will advise you on the mode to be
selected

LLC Bridged
LLC Routed
VCMux Bridged
VCMux Routed

“Enable Link State Monitoring” should be ON

e Select “Next”

Broadband Module

Broadband Module ADSL Modem: Manual VPI and VCI Setup

Basic Configuration
Status
System Backup | Restore

The Broadband Module needs to know which ¥PI and YCI it should use far
Internet Access. Enter the YPI and YCI values that your ISP has provided
in the boxes below:

System Restart
(@ Tell me more about choosing YPT and YCI values...

Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Fort

Mext > Cancel
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VPINCI

VPI/VCI (Virtual Path Identifier/Virtual Circuit Identifier) specify the ATM connection between the
ADSL modem and the service provider. The VPI range is 0 — 4095. The VCl range is 0 — 65535.
The default values are 0/38

e Enter the VPI and VCl values if they are different from the default values
e Select “Next”

The following screen is displayed

Broadband Module
ADSL Modem: Confirm

Basic Configuration
Status
System Backup | Restore

Internet Access will be provided by DHCP.

| System Restart The YPI will be 0 and the YCI will be 38,

_ Advanced Configuration
- To confirm these settings, click on the Confirm Changes button below,
If you do not wish to apply these settings, click on the Cancel buttaon,

LAN Gateway
ADSL Modem

Confirm Changes Cancel

e Select “Confirm Changes”

The following screen is displayed

Broadband Module

Broadband Module ADSL Modem

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

The ADSL Modem settings control how the Broadband Module connects to
the Internet.
(@ Tell me more about the ADSL Modem settings...

ADSL Modem is currently configured as follows:

Restart Required

To implement your
changes a restart is

required.

Festart

Internet Access is provided by DHCP with a ¥PI of 0 and a vCI of 38,
Change the ADSL Modem settings here...

e Restart the module

The ADSL Modem setup is now complete.

(4) Manual

This option uses RFC 1483 Routed. Static IP addresses will be provided by the service provider
and are manually entered.

e Select “Manual” in the “ADSL Modem: Types of Access” screen.
e Select “Next”

The following screen is displayed
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Broadband Module

i
Broadband Module

Basic Configuration
Status

System Backup [ Restore
| System Restart

| Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETHIDMZ Port

Yol
150M
WLAN

e Select “Next”

The following screen is displayed

3
Broadband Module

Basic Configuration
Status
System Backup | Restore
Syshem Restart

| Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Fort
woIP

150N

LAN

ADSL Modem: Types of Access

There are five types of Internet Access available. Choose a type that is
suitahle for your Internet connection from the options below:
@ Tell me more about ADSL Modem settings...

PPPo& - use this if you have a PPPo& DSL connection

PPPOE - use this if you have a PPPoE DSL connection

-
~
¢ DHCP - use this if you have a DHCP DSL connection
g

anual - use this to confiqure your connection's gateway and DS

Cancel

Broadband Module

ADSL Modem: Manual Setup

For manually configured Internet Access, you must provide values for the
fields below. Your Internet Service Provider should provide these walues.
(@ Tell me more about manual Internet Access settings...

Broadband Module WaAN address a
Internet Gateway address .
Primary DNS address
Secondary DNS address

Cancel

Broadband Module WaAN Subnet Mask

e Enter the required IP addresses and Subnet mask.

e Select “Next”

The following screen is displayed

Broadband Module

Basic Configuration
Status
System Backup | Restore
System Restark

| Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH{DMZ Port
WolF

150N

WLAN

Broadband Module

ADSL Modem: RFC1483 Mode

There are four types of RFC1483 connection available. Choose a type that
is suitable for your Internet connection from the options below:
@ Tell me more about ADSL Modem settings...

C

LLC Bridged
LLC Routed

YCMux Bridged

YN

YCMux Routed

Enable Link State Monitoring: M

MNext > Cancel

e Select one of the following modes. Your service provider will advise you on the mode to be

selected
LLC Bridged
LLC Routed
VCMux Bridged
VCMux Routed
“Enable Link State Monitoring” should be ON

e Select “Next”
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The following screen is displayed

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup § Restore
System Restart
Advanced Configuration

LAN Gatevay
ADSL Modem
ETHDMZ Port
YoIP

VPINCI

ADSL Modem: Manual VPI and VCI Setup

The Broadband Madule needs to know which YPI and YCI it should use for
Internet Access. Enter the YPI and YCI values that your ISP has provided
in the boxes below:

(@ Tell me more about choosing YPI and YCI values. ..

Mext > Cancel

VPI/VCI (Virtual Path Identifier/Virtual Circuit Identifier) specify the ATM connection between the
ADSL modem and the service provider. The VPI range is 0 — 4095. The VCl range is 0 — 65535.

The default values are 0/38

e Enter the VPl and VCl values if they are different
Select “Next”

The following screen is displayed

.
Broadband Module

Basic Configuration
Status
System Backup | Restore
| System Restart
|| advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Fort
YoIP

150N

LAN

e Select “Confirm Changes”

The following screen is displayed

i
Broadband Module

Basic Configuration
Status

System Backup | Restore
| System Restart

|| Advanced Configuration

Restart Required

To implement your
changes a restart is

required.,

Festart

Setup

LAN Gateway

e Restart the module

The ADSL Modem setup is now complete.
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Broadband Module

from the default values

Broadband Module

ADSL Modem: Confirm

The following values will be used for your manual ADSL Modem settings:

The Broadband Module WaAN address will be 213.94.222.177.
The Broadband Maodule WaN Subnet Mask will be 255.255.255.0

The Internet Gateway address will be 213.94.222.176.

The Primary DNS Server will be 212.17.32.1.
The Secondary DNS Server will be 212.17.32.3.

The YPI will be 0 and the YCI will be 38,

To confirm these settings, click on the Gonfirm Changes button below,
If you do not wish to apply these settings, click on the Cancel button,

Caonfirm Changes Cancel

ADSL Modem

The ADSL Modem settings control how the Broadband Module connects to
the Internet,
(@ Tell me more about the 4DSL Madem settings...

ADSL Moder is currently configured as follows:

Internet Access is manually configured with a YPI of 0 and a ¥CI of
38.

The WAN IP Address is 213.94.222.177.

The WAN Subnet Mask is 255.255.255.0,

The WaN Default Gateway is 213.94.222.176.

The Primary DNS Server is 212.17.32.1,

The Secondary DNS Server is 212.17.32.3.

Change the ADSL Modem settings here...
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ETH/DMZ PorT

By default this port is set up as a DMZ with an IP address of 192.168.0.1 and a subnet mask of
255.255.255.0. The DHCP server is enabled on this and provides addresses in the same subnet
range.

The ETH/DMZ port can also be used to connect to an external broadband modem, a LAN or a
WAN, or to add a host to the DMZ. To do this, follow the following procedure:

e Select “ETH/DMZ Port”

The following screen is displayed

Broadband Module

Broadband Module

ETH/DMZ Port

Basic Configuration
Status The ETH/DMZ Port settings control how the Broadband Maodule uses the

System Backup | Restare ETH/DMZ Port, )
@ Tell me more about the ETH/DMZ Port settings. ..

_ System Restart

|| Advanced Configuration
The ETH/DMZ Port is currently configured as follows:
— The ETH/DMZ Port hosts a DMZ,

LAN Gateway Change the ETH/DMZ Port settings here. ..

ADSL Modem
ETH/DMZ Port
alp

150N

AN

The DMZ IP Address is 192.168.0.1.
The DMZ Subnet Mask is 255.255.255.0.

Change the DMZ IP address here...

e Select the “Change the ETH/DMZ settings here ...”

(To Change the DMZ IP address here ..., see page 31)

Three options are presented

(1) PPPoE

PPPoE is used when connecting to an external broadband modem

Broadband Module

-
Broadband Modul

ETH/DMZ Port: Mode

Basic Configuration

Status
System Backup | Restore
System Restart

|| advanced Configuration

Setup

LAN Gateway
ADSL Madem
ETH/DMZ Port
YalP
1sDN
WLAR

There are three modes for the ETH/DMZ Port available, Choose a type that
is suitable for your Internet connection from the options below:

@ Tell me more about ETH/DMZ Port settings...

= PPPOE - use this if you use PPPOE with an external DSL modem, ;

¢ IP Gateway - use this if your internet connection is provided by an
external router or LAN,

¢ DMZ - use this if your internet access is provided on the DSL port, and
you are using the ETH/DMZ Port to host a DMZ,

Cancel

e Select “PPPoE” from the “ETH/DMZ Port: Mode” screen
e Select “Next”

The following screen is displayed
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Broadband Module

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart

ETH/DMZ Port: PPPoE

In order to use a PPPOE connection to the Internet, you must supply a
username and password to logon to your Internet Service Provider (ISP},
Your ISP should provide you with a username and password when you sign

up for their service,
@ Tell me more sbout the PPPOE username and password...

PPP Username
PPP Password
Retype the PPP Password

| Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Port
WoIP
15D
WLAH

Cancel

e Enter a Username and Password. Retype the Password.
e Select “Next”

The following screen is displayed

Broadband Module

ETH/DMZ Port: Confirm

Broadband Module

Basic Configuration
Status
System Backup | Restore

The ETH/DMZ Port will use PPPoE to provide internet access.
System Restart: To confirm these settings, click on the Confirm Changes button below,
Advariced Canfiguration If you do not wish to apply these settings, click on the Cancel button,

Confirm Changes Cancel

e Select “Confirm Changes”

The following screen is displayed

Broadband Module

Broadband Module

ETH/DMZ Port

Basic Configuration
Status

System Backup | Restore
System Restart

The ETH/DMZ Port settings control how the Broadband Maodule uses the
ETH/DMZ Port,
@ Tell me more about the ETH/DMZ Port settings. ..

| Advanced Configuration
The ETH/DMZ Port is currently configured as follows:
Setup

The ETH/OMZ Port uses PPPoE to provide internet access.
LAN Gateway
ADSL Modem The PPP Username is .

The PPP Password is not set.

ETH/DMZ Port
WolP

150N

WLAN

Change the ETH/DMZ Port settings here. ..

The DMZ IP Address is 192.168.0.1.
The DMZ Subnet Mask is 255.255.255.0.

Change the DMZ IP address here...

The ETH/DMZ port is now set up to connect to an external ADSL modem.
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(2) IP Gateway

IP Gateway is used when connecting to another LAN or WAN via an external router.

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart
dvanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Port
YolF
ISDN
WLAN

Select “IP Gateway” from the “ETH/DMZ Port:
Select “Next”

[ )
Two options are presented :-

(a) DHCP
The IP address is automatically assigned by DHCP

ETH/DMZ Port: Mode

There are three modes for the ETH/DMZ Port available. Choose a type that
is suitable for your Internet connection from the options below:
(@ Tell me mare about ETH/DMZ Port settings...

PPPOE - use this if you use PPPoE with an external DSL modem.

DMZ - use this if your internet access is provided on the DSL port, and
you are using the ETH/DMZ Port to host a DMZ,

Cancel

Mode” screen

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart

| Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ2 Port

etD

Select “Next”

The following screen is displayed

Broadband Module

Basic Configuration
Status

System Backup [ Restore
| System Restart

| Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DM2 Port

e Select “Confirm Changes”

The following screen is displayed

Broadband Module

ETH/DMZ Port: I[P Gateway Mode

Choose a type that is suitable for your Internet connection from the
options below:
@ Tell me more about ETH/DMZ Part settings...

g his If your provider uses DHCP to assign network |

Static - use this if you must configure your network settings
manually.

Cancal

Select “DHCP” from the “ETH/DMZ Port: IP Gateway Mode” screen

ETH/DMZ Port: Confirm

The ETH/DMZ Port will use an external IP Gateway to provide internet
access,

The network settings will be obtained by DHCP,

To confirm these settings, click on the Confirm Changes button below.
If you do not wish to apply these settings, click on the Cancel button,

Confirm Changes Cancel

29



BT Versatility
Broadband Module/Broadband Module Plus Manual

Broadband Module

Broadband Module ETHIDMZ Port
Basic Configuration
Status The ETH/DMZ Port settings control how the Broadband Module uses the
System Backup { Restore ETH/DMZ Paort,
Sy B (@ Tell me more about the ETH/DMZ Port settings...

Advanced Confiquration

The ETH/DMZ Port is currently configured as follows:

Setup

The ETH/DMZ Port is configured to use an external IP Gateway to
LAN Gateway provide internet access.

ADSL Modem

ETH/DMZ Port The network settings will be obtained by DHCP.

walP

150N

WLAN Change the ETH/DMZ Port settings here. ..

The DMZ IP Address is 192.168.0.1.
The DMZ Subnet Mask is 255.255.255.0.

Change the DMZ IP address here...

The setup is now complete.

(b) Static
Static IP addresses will be provided by the network administrator

Broadband Module

Broadband Module

ETH/DMZ Port: |P Gateway Mode

Basic Configuration
Status Choose a type that is suitable for your Internet connection from the
options below:

(@ Tell me more about ETH/DMZ Port settings...

System Backup | Restore
System Restart
Advanced Configuration

¢~ DHCP - use this if your provider uses DHCP to assign netwaork
settings.

atic - use this If vou must configure your netwaork settings ;
imanually, |

LAN Gateway
ADSL Modem
ETH/DMZ Port
WoIP

e Select “Static” from the “ETH/DMZ Port: IP Gateway Mode” screen
e Select “Next”

The following screen is displayed.

Broadband Module

Broadband Module ETH/DMZ Port: Static IP Gateway

Basic Configuration

Status For static canfiguration, you must pravide values for the fields belaw.
System Backup | Restare Your Service Provider or LAN administrator should provide these values.
System Restart @ Tell me more shout ststic 1P gateway settings...

Advanced Configuration Broadhand Module WaAN address

Setup Broadband Module WaN Subnet Mask

LAH Gateway Internet Gateway address
ADSL Modem

P DNS add| 212
ETH/DMZ Port IFRAELF address
WolP Secondary DNS address

ISDH

LA Cancel

e Enter the required IP addresses and Subnet mask
e Select “Next”

The following screen is displayed
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e Select “Confirm Changes”

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

LAN Gateway
ADSL Modem
ETH/DMZ Port
YoIP

ISDN

WLAN

The following screen is displayed

The setup is now complete.

(3) DMZ

Broadband Module

Basic Configuration

Status

System Backup | Restore
| System Restart

Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Port
YalP

150N

WLAN

The default setting of the port is DMZ.

To change the DMZ IP address

[ ETHDMZ Port

Broadband Module

ETH/DMZ Port: Confirm

The ETH/DMZ Port will use an esternal IP Gateway to provide internet
access,

The Broadband Module WAN address will he 213.94.222.177.
The Broadband Module WaN Subnet Mask will be 255.255.255.0

The Internet Gateway address will be 213.94.222.176.

The Primary DNS Server will be 212.57.32.1,
The Secondary DMS Server will be 212.57.32.2.

To confirm these settings, click on the Confirm Changes button below,
If you do not wish to apply these settings, click on the Gancel button.

Canfirm Changes Cancel

Broadband Module

ETH/DMZ Port

The ETH/DMZ Port settings control how the Broadband Module uses the
ETH/DMZ Port.,
@ Tell me maore about the ETH/DMZ Port settings...

The ETH/DMZ Part is currently configured as follows:

The ETH/DMZ Part is configured to use an external IP Gateway to
provide internet access,

The WAN IP Address is 213.94.222.177,
The WAN Subnet Mask is 255.255.255.0.

The Default Gateway is 213.94.222.176.
The Prirnary DNS Server is 212.57.32.1,
The Secondary DNS Server is 212.57.32.2.

Change the ETH/DMZ Port settings here...

The DMZ IP Address is 192.168.0.1.
The DMZ Subnet Mask is 255.255.255.0.

rhanae the MMZ 10 address hers

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Port
YoIP
1SN
WLAN

e Select Change the DMZ IP address here ...

ETH/DMZ Port

The ETH/DMZ Port settings control how the Broadband Module uses the
ETH/DMZ Part,
@ Tell me more about the ETH/DMZ Port settings...

The ETH/DMZ Port is currently configured as follows:

The ETH/DMZ Port hosts a DMZ,
Change the ETH/DMZ Port settings here...

The DMZ IP Address is 192.168.0.1.
The DMZ Subnet Mask is 255.255.255.0,

Change the OMZ IP address here...
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The following screen is displayed

[l ETHDMZ Port: DMZ Setup

@ Forward @ Refresh
Broadband Module

Broadband Module ETH/DMZ Port: DMZ Setup

Basic Configuration
Status

System Backup | Restore
Syskem Restart

| Advanced Configuration

To setup your DMZ port, you must provide values for the fields below,
(@ Tell me more about DMZ Setup settings...

Broadband Module DMZ address \ 2;

Broadband Module DMZ Subnet Mask ‘255 i

Cancel

Setup

LAN Gateway
ADSL Modem

Enter the new IP address and subnet mask

Select “Next”

The following screen is displayed

Select “Confirm Changes”

Broadband Module

Broadband Module ETH/DMZ Port: Confirm

Basic Configuration
Status

System Backup | Restare
System Restart
Advanced Configuration

The Broadband Maodule DMZ address will be 192.168.3.1,
The Broadhand Module DMZ Subnet Mask will be 255.255.255.0

To confirm these settings, click on the Confirm Changes button below,
If wou do not wish to apply these settings, click on the Cancel buttaon,

il Confirm Changes Cancel

LAN Gateway
ARSI Madem

Broadband Module

il

Broadband Module ETH/DMZ Port

Basic Configuration
Status The ETH/DMZ Port settings control how the Broadband Maodule uses the

System Backup | Restore ETH/DMZ Port, )
@ Tell me more about the ETH/DMZ Part settings...

System Restark
. Advanced Configuration
The ETH/DMZ Port is currently configured as follows:
ie.J The ETH/DMZ Port hosts a DMZ,
LAM Gatewsy Change the ETH/DMZ Port settings here. ..
ADSL Modem
ETH/DMZ Port
alp
150N
LN

The DMZ IP Address is 192.168.3.1.
The DMZ Subnet Mask is 255.255.255.0.

Change the DMZ IP address here...

The new address settings are displayed.
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VoIP

Manually Configuring IP trunks

A broadband connection must first be established before the IP Endpoints can be programmed.
e Select VolP from the Setup menu

The following screen is displayed

Broadband Module VolP

Basic Configuration

Status Setting up YoIP for the Broadband Module allows you to route telephaony
System Backup f Restore calls over a data network.

@ Tell me more about YoIP...

| System Restart
Advanced Configuration

Your current YoIP settings are:

Setup

Endpaint 1 G711,G729 Not Configured
LA Gateway Endpoint 2 G711,G729 Not Configured
:TD::DTAD::& Endpoint 3 G711,G729 Not Configured
VoIP Endpaint 4 G711,G729 Not Configured
1500 Endpoint § G711,G729 Not Configured
WLAN Endpaint 6 G711,G729 Not Configured
Endpaoint 7 G711,G729 Not Configured
Endpaoint 8 G711,G729 Not Configured
Endpaint 9 G711,G729 Not Configured
Endpaoint 10 G711,G729 Not Configured
Endpaint 11 G711,G729 Not Configured
Endpaint 12 G711,G729 Not Configured

Change YoIP Endpoint types here...
Change YoIP Endpoint authentication here...
Change YoIP Endpoint additional options here...

e Select Change VolP Endpoint types here ...

The following screen is displayed

I Module VolP: Endpoint Type

Basic Configuration
Status You should fill out the following fields,
System Backup | Restore: (@ Tell me more about WolP...

System Restart Extension Type

Advanced Configuration
Endpoint 1 lm
Setup Endpoint 2 Inactive hd

LA Gateyiay Endpaint 3
oo Hoden Endpaint 4 ITP Extension

ETH/DMZ Port

YoIP Endpoint & lm
peEl Endpoint & lm
A Endpaint 7 lm
Endpoint & Im
Endpoint 9 lm
Endpaint 10 lm
Endpaint 11 lm
Endpoint 12 lm

Cancel

e Add - Trunk from the drop down menu for every endpoint to be configured as a trunk
e Select Next

The following screen is displayed
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Broadband Module

Broadband Module VolP: Confirm
Basic Configuration
Status The endpaint settings will be:
System Backup | Restore
Syskem Restart Type
Advanced Configuration Endpoint 1 Trunk
Endpoint 2 Trunk
Endpoint 3 Inactive
LaN Gateway Endpoint 4 Inactive
ADSL Modem Endpoint 5 Inactive
ETH/DMZ Part Endpoint & Inactive
YoIP Endpoint 7 Inactive
150N Endpoint & Inactive
WLAN Endpoint @ Inactive
Endpoint 10 Inactive
Endpoint 11 Inactive
Endpoint 12 Inactive

To confirm this setting, click on the Gonfirm Changes button below, If
you do not wish to apply this setting, click on the Cancel button,

Confirm Changes Cancel

e Select Confirm Changes

The following screen is displayed

Broadband Module VolP: Endpoint Authentication

Basic Canfiguration

Status Y¥ou should fill out the following fields.
System Backup | Restore (@ Tell me more shout VolP...
SRR Username Password MAC Address
Advanced Configuration
1P Trunk 1 23456783 [oen

Restart Required IP Trunk 2 34587890

ﬁ To implement your Endpoint 3 |

changes a restart is

| \ |

| \ |

| \ |

required. Endpoint 4 | | | |

Endpoint & | | | |

M Endpoint 6 | | | |

Setup Endpoint 7 | | | |

LAN Gateway Enelpei £ | | ‘ |

ADSL Modem Endpaint 9 | | | |

ETHIDMZ Fart: Endpoint 10 | | ‘ |
YoIP

150N Endpoint 11 | | | |

WA Endpoint 12 | | | |

Cancel

e Enter the Username and Password for each trunk
e Select Next

The following screen is displayed

Broadband Module

Broadband Module VolP: Confirm
Basic Configuration
Status The endpoint settings will be:
System Backup | Restore
System Restart Username / MAC
Advanced Configuration 1P Trunk 1 23456789
IP Trunk 2 34567890
Restart Required Endpoint 3 Not Configured
To implement your Endpoint 4 Not Configured
Achamges a restart is Endpoint 5 Not Configured
required. Endpoint & Not Configured
Endpoint 7 Not Configured
Restart Endpoint 8 Not Configured
Endpoint 9 Not Configured
Setup Endpoint 10 Not Configured
LAN Gateway Endpoint 11 Not Configured
ADSL Modem Endpoint 12 Not Configured
ETH{DMZ Park
YoIP To confirm this setting, click on the Confirm Changes button below, If
150N you do not wish to apply this setting, click on the Gancel button.
WLAK
Confirm Changes Cancel
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e Select Confirm Changes

The following screen is displayed

Restart the module.

Additional Endpoint Options

Broadband Module

Basic Configuration
Status

System Backup | Restore:
System Restart

| advanced Configuration

Restart Required

To implement your
changes a restart is

required.

Restart

Setup

LAN Gateway
ADSL Modem
ETH(DME Part
YoIP
I5DN
WLAN

VolP

Setting up VoIP for the Broadband Module allows you to route telephony

calls over a data network,
@ Tell me more about YolP...

Your current YoIP settings are:

IP Trunk 1 G711,G729
1P Trunk 2 G711,G729
Endpoint 3 G711,G729
Endpoint 4 G711,G729
Endpoint & G711,G729
Endpoint & G711,G729
Endpoint 7 G711,G729
Endpoint & G711,G729
Endpoint @ G711,G729
Endpoint 10 G711,G729
Endpoint 11 G711,G729
Endpoint 12 G711,G729

Change YoIP Endpaint types here...

23456789

34567890

Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Mot Configured
Not Configured
Not Configured
Not Configured

Change YoIP Endpoint authentication here. ..

Change YolP Endpoint additional options here. .

There are three additional parameters for each IP Endpoint:

Change VolP Endpoint additional options here ...

Enable Silence Suppression

This applies to IP trunks only, is disabled by default and should not be changed.

Enable RFC2833

i
Broadband Module

Basic Configuration
Status
System Backup | Restore

|| System Restart
|| Advanced Configuration

Restart Required

To implement your
changes a restart is

required.

Restart

Setup

LAN Gateway
ADSL Modem
ETHJDME Part
YoIP

150N

LA

VolP: Endpoint Additional Options

You should fill out the following fields.
(@ Tell me more sbout YolP...

Enable Silence
Suppression

1P Trunk 1 r
IP Trunk 2
Endpaint 3
Endpaoint 4
Endpaint 5
Endpaint &
Endpaint 7
Endpaoint &
Endpaint 9@
Endpaint 10
Endpaoint 11

H N N N RO N = E O

Endpaoint 12

MNext > Cancel

Enable
RFC2B833

r

H H H H H H & === O

Codecs

[Gr11.G728 <]
7116728 <]
[G7115728 <]
|G711.6726 -
[eri1.G72e <
7116728 <]
[G7115728 <]
|G711.6726 -
[eri1.G72e <
7116728 <]
[G7115728 <]
|G711.6728 -

On the BROADBAND MODULE this applies only to IP trunks, is disabled by default and should

not be changed.

On the BROADBAND MODULE PLUS it will be automativally enabled by the BBV Service on
registration and should not be changed.

Codecs

On the BROADBAND MODULE, G.711 will be automatically enabled by the BBV Service on
registration and should not be changed.
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On the BROADBAND MODULE PLUS, G.729 will be automatically enabled by the BBV Service
on registration and should not be changed.

For IP extensions, when the V-IP Featurephone is initially installed, the codec will be set by the
BT engineer.

Advanced VolP Settings

These parameters are pre-configured and should not be changed.

Unified Messaging Settings

These parameters are pre-configured for use with BT e-mail services.

If you wish to use a different e-mail service provider, carry out the following.

Go to the main VolP screen, scroll down and select the link Change Unified Communications
Settings here ...

Broadband Module

o
Broadband Module

VolP: Unified Communication

Basic Configuration

Status @ Tell me mare about Unified Communication...
System Backup [ Restore
| System Restart The SMTP and IMAP Clients are currently configured as follows:
| Advanced Configuration
Server Name Port

Setup SMTR: smtp.btconnect.com 25

LAN Gateway IMAP: imap4.btconnect.com 143

ADSL Madzm

ETH/DMZ Part Change the Unified Communication address settings here...

¥oIP
ISDM
WLAR

Select the link Change the Unified Communications address settings here ...

Broadband Module

Braadhand Module Unified Communication Address: Setup

Basic Configuration
Status

Server Mame Port
System Backup | Restare
System Restart SMTR:  [srtp.other.com S |
| S g IMAP: |\map4.mher com | ‘1 43 ‘

Setup

Cancel

LAN Gateway
ADSL Modem
ETH/DMZ Part
YoIP
15DH
VLA

Enter the following:

SMTP server name and port number
IMAP server name and port number

Your email service provider will provide the above information.
If synchronization is not provided by your service provider, leave the IMAP server name and port
number at their default settings (these fields must not be left blank).

Select Next >
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Broadbhand Module

b
Broadband Module

Basic Configuration
Status

System Backup | Restare
System Restart

|| advanced Configuration

LAN Gateway
ADSL Madem
ETH{DMZ Port
YolP
15D
WLAN

Select Confirm Changes

Unified Communication: Confirm

The SMTP Server settings will be smtp.other.com: 25
The IM&P Server settings will be imap4.other.com: 143

To confirr this setting, click on the Confirm Changes button below. If
you do not wish to apply this setting, click on the Cancel button,

Caonfirm Changes Cancel

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart

| Advanced Configuration

Setup
LAN Gateway
ADSL Modem

ETH{DME Port

¥YolP
150N
WL AN

The new settings are displayed.

ISDN

VolIP: Unified Communication

@ Tel me more about Unified Communication...

The SMTP and IMAP Clients are currently configured as follows:

Server Name Port
SMTR: smtp.other.com 25
IMAP: imap4.other.com 143

Change the Unified Communication address settings here...

Where the PBX is equipped with ISDN line(s), ISDN can be used to automatically back up the on-
board ADSL modem in the event of line failure. In the case where no broadband service is
available, ISDN can be used for Internet access. The default setting is that ISDN is disabled.

Obtain the following information from your Internet Service Provider

Phone number to connect to the ISP
Username

Password

e Select “ISDN” from the Setup menu

The following screen is displayed

Broadband Module

Breadband Module

Basic Configuration

Status
Syskem Backup | Restore
System Restart

Advanced Configuration

Setup

LAM Gateway

ADSL Modern
ETLINAT Pk

e Select “Change the ISDN settings here ...”

Three options are presented for using ISDN :-

ISDN

The ISDN settings control how the Broadband Module uses ISDN to
connect to the Internet.
(@ Tell me more about the ISDN settings...

ISDM is currently disabled,

Change the ISDM settings here...
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(1) Disabled

With this option, ISDN is never used to establish an Internet connection. This is the default

setting.

(2) Backup

When this option is enabled, ISDN is used to automatically backup the on-board ADSL modem
in the event of line failure. When a line failure is detected, ISDN will wait 60 seconds before
backing up ADSL. When the ADSL line is restored, the ISDN call will be automatically

disconnected and browsing resu

e Select Backup
e Select “Next”

med over ADSL.

Broadband

Broadband Module

Basic Configuration
Status

System Backup | Restore
| System Restart

| Advanced Configuration

Setup

LAN Gateway
ADSL Modsm
ETH/DMZ Port
WolP

The following screen is displayed

Broadband Module

Basic Configuration
Status

System Backup | Restore
| System Restart

|| Advanced Configuration

Setup

LAN Gateway
ADSL Madem

ETHJDMZ Port
voIP

ISDN

WLAR

Module

Broadband Module

ISDN: Mode

Choose an ISDN mode that is suitable for your Internet connection from
the options below:
(@ Tell me more about 1SDN settings...

¢ Disabled - use this if you do not want to use ISDN for Internet access.

@ Backup - use this if you want the Broadband Module to use ISDN for
backup Internet Access when ADSL is unavailable.

¢ Enabled - use this if you want to always use ISON for Intermnet Access.

MNext> Cancal

ISDN: Settings

In order to use an ISDM connection to the Internet, you must supply a
username, password and phone number to logon to your Internet Service
Provider (ISP). Your ISP should provide you with these details when you
sign up for their service.

@ Tell me more about the ISDN settings...

Phane Number
PPP Username
PPP Password _
Retype the PPP Password _

MNext > Cancel

e Enter the external line access digit (default is 9) followed by the Phone Number.
e Enter the Username and Password. Retype the Password.

e Select “Next”

The following screen is displayed

e Select "Confirm Changes"

The following screen is displayed
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Broadband Module

Basic Configuration
Status

System Backup | Restare
. System Restart

|| Advanced Configuration

Setup

LAN Gakeway
ADSL Madem
ETH{DMZ Port.

Broadband Module

ISDN: Confirm

1SDN will be configured as a backup.

The phone number will be 923456789,
The username will be username

To confirm these settings, click on the Confirm Changes button below,
If you do not wish to apply these settings, click on the Cancel buttaon,

Confirm Changes Cancel
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Broadband Module

Broadband Module ISDN

Basic Configuration
Status
System Backup { Restore

The ISON settings control how the Broadband Module uses ISDN to
connect to the Internet.

System Restart @ Tell me more about the ISDN settings...

Advaniced Configuration
ISDN is currently configured as a backup.

Setup .
The PPP Username is username.

The PPP Password is set.

LAN Gateway
ADSL Modem
ETHJDMZ Part
voIP
1SDN
WLAR

The phone number is 923456789,

Change the ISDN settings here. ..

(3) Enabled
This option is used where no broadband service is available, and ISDN is always used to connect

to the Internet. When the browser is launched on any PC connected to the local LAN, an ISDN
call is automatically established to connect to the Internet.

Broadband Module

i
Broadband Module

ISDN: Mode

Basic Configuration
Status

System Backup | Restore
System Restart

Choose an ISDN mode that is suitable for your Internet connection from
the options below:

(@ Tell me more about ISDN settings. .

Advanced Configuration ¢ Disahled - use this if you do not want to use ISDN for Internet access,

¢ Backup - use this if you want the Broadband Module to use ISDM for
backup Internet Access when ADSL is unavailable,

@ Enabled - use this if you want to always use ISDN for Internet Access,

Satup

LAN Gateway
ADSL Madem

SZ;:DMZ Fort Cancel

ISDN
WLAN

e Select “Enabled”
e Select “Next”

The following screen is displayed:-

Broadband Module

Broadband Module ISDN: SettingS

Basic Configuration

Status In order ta use an ISDN connection ta the Internet, you must supply a
System Backup | Restors username, passward and phone number to logon to your Internet Service
System Restart Provider {ISP). Vour ISP should provide you with these details when you
sign up for their service,

@ Tell me mare sbout the ISDN settings...

Setup Phone Mumber |323456783
LAN Gatewray FPP Username
ADSL Madern

ETHIDMZ Part PPP Password
WalP Retype the PPP Password

ISDN

AN [Next > Cancel

Advanced Configuration

e Enter the external call access digit (default is 9) followed by the Phone Number.
e Enter the Username and Password. Retype the Password.
e Select “Next”

The following screen is displayed
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e Select "Confirm Changes"

The following screen is displayed

The ISDN setup is now complete.

40

Broadband Module

Broadband Module

ISDN: Confirm

Basic Configuration

Status ISDN will be enabled.

System Backup | Restore

System Restark The phone number will be 923456789,
Advanced Configuration The username will be username

To confirm these settings, click on the Confirm Changes buttan helow.
If you do not wish to apply these settings, click on the Gancel button.
LA Gateway

ADSL Modem
ETH/DMZ Part:
YalP

Canfirm Changes Cancel

Broadband Module

Broadband Mm;ule ISDN

Basic Configuration
Status

System Backup | Restore
System Restart

The ISDN settings contral how the Broadband Module uses ISDN to
connect to the Internet.
@ Tell me more about the ISDN settings...

Advanced Configuration
ISDM is currently enabled.
Setup
The PPP Username is username,
LAN Gateway The PPP Password is set,
ADSL Madern
ETH/DMZ Fort
olP
ISDN
WLAM

The phone number is 923456789,

Change the ISDM settings here...
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WLAN

This allows users to set up wireless PC connections and to configure their security settings.

The WLAN provides coverage at a range of up to 100 metres. This assumes clear line-of-sight
between a remote PC and the BBM. As the coverage is distance dependent, any obstruction
caused by walls etc will reduce the operating range.

Quick Setup to WLAN without security

This procedure should only be used to setup and test WLAN connectivity. When this procedure
has been completed and WLAN connectivity has been established, go to the next section
“Setting up WLAN with Security” and complete the process.

e Select “WLAN” in the Setup menu
The following screen is displayed

Scroll down to General Settings

General Settings
Your current wireless network settings are:

Wireless networking is disabled so wireless PCs can not connect to
your device.
Enable or disable the wireless netwark here...

The Broadband Module is automatically selecting the best wireless
channel to use. The channel currently in use is 1.
Change your wireless channel here...

The wireless network name (SSID) is PRISM_01_1f_81,
Change your wireless network name (SSID) here. ..

Wireless network security is using Wi-Fi Protected Access (WPA).
The WPaA pass phrase is not currently set.

SSID Broadcast is disabled.

Change Wireless Security settings here. ..

Any wireless PGs are allowed to connect.
Change which wireless PCs are allowed to connect here...

The wireless network i= on the DMZ so wireless PCs have restricted
access to your LaN devices.
Set the interface for the wireless netwark here. .

There are currently O wireless PCs connected,
Wigw details of connected wireless PCs..,

e Select Enable or disable the wireless network here ...

The following screen is displayed

Broadband Module

Broadband Module WLAN: Enable / Disable

Basic Configuration
Status Enabling wireless networking will allow PCs with wireless netwark
System Backup | Restare capabilities to connect to the Internet through the Broadband Module,

St P @ Tell me more about the wireless networks. ..

Advanced Configuration

Select whether you want wireless PCs to connect to your device:

Setup
¢ Disable - Wireless PCs will not be able to connect to your device

LAN Gateway
ADSL Modem @& Enable - Wireless PCs will be able to connect to your device

ETHIDMZ Port

YolP Cancel

150N
WLAN

e Select “Enable”
e Select “Next”
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The following screen is displayed

¢ Note the SSID
e Select “Next”

Broadband Module

IE: .
Broadband Module WLAN: Basic

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

Before a wireless network can operate, you need to provide a name
(SSID) for the network.

Network Name (SSID) ‘PR\SM_UW_H_S‘I

Next > Cancesl

Setup

LA Gateway
ADSL Modem
ETH/DMZ Port
ValP
ISDN
WLAN

The following screen is displayed

Broadband Module

WLAN: Channel Selection

Basic Configuration
Status

System Backup | Restore
Syshem Restart

You may either choose a channel yourself, or allow the Broadband Module
to automatically select the best channel.
(@ Tell me more about wireless channels...

| Advanced Configuration & allow the Broadband Module to select channel

¢ Select a channel manually

LAN Gakeway

ADSL Madem M Ceneal
ETH/DMZ Port

YoIP

150N

WLAN

e Select “Allow the Broadband Module to select a channel”

e Select “Next”

The following screen is displayed

e Select “Off”

Broadband Module

Broadband Nudu;e WLAN: Secu rlty

Basic Configuration

Status 1t iz highly recommended that Wi-Fi Protected Access (WRA) is
System Backup | Restore used, to prevent unauthorised access to your wireless network,
System Restart

Adwanced Configuration
You can encrypt wireless network data transmissions using wireless
network security. Select an encryption option from the list below,

Setup (@ Tell me mare about wireless netwark security...

LAN Gateway & Off - no encryption on the wireless netwaork

ADSL Modem . .

ETH/DMZ Port ¢ B4bit encryption on the wireless network

WoIP ¢ 128bit encryption on the wireless network

ISDN

wLaN ¢ Wi-Fi Protected Access (WPA) on the wireless network

Enable SSID Broadcast: 17

Cancel

e Check “Enable SSID Broadcast”

e Select “Next”

The following screen is displayed
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Broadband Module

Broadband Module WLAN: Address Authentication

Basic Configuration

Status You can restrict which wireless PCs can connect to your device, Select
System Backup { Restore how you want to restrict PCs below,

@ Tell me more about restricting wireless access...

System Restart

Advanced Configuration @ Allow any wireless PCs to connect
¢ Allow all wireless PCs to connect except those I specify
Setup

¢ Only allow the wireless PCs I specify to connect
LAN Gateway

ADSL Madem

ETHICMZ Part. MNext > Cancel
voIP

150N

WLAN

”

e Select “Allow any Wireless PCs to connect
e Select “Next”

The following screen is displayed

Broadband Module

i

Broadband Module WLAN: Select Interface

Basic Configuration
Status If you place the wireless network on the LAN, your LAN PCs and
devices may be exposed to attack over the wireless network. It is
usually mare secure to place the wireless network on the DMZ. This
restricts access from the wireless network to LAN devices, but permits
internet access from the wireless network.

System Backup | Restore
System Restart
Advanced Configuration

Setup
@ Tell me more about the wireless networks..,

LAN Gateway
ADSL Modem
ETH/DMZ Part
WalP

150N

WLAN

Select whether you want wireless PCs to be a part of your DMZ or your
LAN:

= DMZ - Wireless PCs will have restricted access to your LAN devices

¢ LAN - Wireless PCs will be able to connect to your LAN devices

Mext > Cancel

e Select “DMZ”
e Select “Next”

The following screen is displayed

Broadband Module

Broadhand Module WLAN: Confirm
Basic Configuration

Status Wireless netwarking will be enabled.

System Backup | Restore The wireless network name (SSID) will be set to PRISM_0D1_1f_54.

The Broadband Maodule will automatically select the best wireless channel.
The wireless netwarking security will be set to off. SSID Broadcast will be
enabled.

All wireless PCs will be allowed to connect to the wireless network. The
wireless network will be on the DMZ,

System Restart
Advanced Configuration

LAN Gakeway
ADSL Modem
ETH/DMZ Fort
woIP
150N
WLAN

To confirm these settings, click on the Confirm Changes button helow,
If you do not wish to apply these settings, click on the Cancel button,

Caonfirm Changes Cancel

e Select “Confirm Changes”
e Restart the module

Connecting your PC to the Wireless Network

e Click Start
e Click Control Panel
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E- Control Panel

Fie Edt Wew Favortss Took  Help

Dot - @~ (F O smarch [ rolders

address | Control Panel

E’ Control Panel

@ Swikch to Categary View

See Also

% Windows Updats
@) Help and Support

Double click the Network Connections icon

S Network Connections

Fie Edt Wiew Favoritss  Tooks

Q- @ - [F PO sarch [ Folders

v B

X D w 9 0

Accessibilty  Add Hardware Addor Administrative  Automatic Bluetooth
ions Remov, . Taols Updates Devices
w P B R W 4
Broadcom  DateandTime  Display FindFast  Folder Options  Fonts

Control Suits

H 92 & = T @

IntelR)GMA  Internst  JavaPlugsn  Keyboard Mause Hetwork
Driver for ... Options Connections
B & % @ @
- = @

Phone and  Portable Media Power Options  Printers and  Regional and  Scanners and
Madem ... Devices axes Language ...  Cameras

Security SigmaTel Sounds and Speech System
Center Audio Audio Devices Start Menu
e -

twindows ‘Wireless
Firewall  Network Set...

i

Broadcom ASF
Configuration

Game
Controllers
PL
—

PatchLink,
Update

2
Scheduled
Tasks

Taskbar and  User Accounts

advanced  Help

Address | @ Hetwark Connections

Network Tasks

Create a new connection

@ Change Windows Firswal
settings

See Also

i) Network Troubleshooter

Other Places

B Control Panel
Sty Network Places
() My Documents
g My Computer

Details

Network Connections
‘System Folder

.

Dial-up
RAS LAKE GRICY33
Disconnected Disconnected
._L Conexant D110 MDCY.9x Mo, [l Conexant D110 MDC ¥.9x Ma...

LAN or High-Speed Internet

Local Area Connection Wireless Metwork Connection
Disabled Mot connected

T4, Broadcom Metxirems 57 @,.. L () INteliR] PROJ Wireless 220066,

Personal Area Network

Blugtooth Network Connection
Disconnected
T ) Blustooth Device (Personal Ar...

CEx

B

Double click the Wireless Network Connection icon
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5 Wireless Network Connection rgl
Network Tasks Choose a wireless network

ﬂ Refresh network list Click an item in the list below to connect ba a wireless network in range or ta get more
information.

<) Setup a wireless netwrk ()] BTY¥ Derno Room
For & home or small office

" security-enabled wireless network (WPA) l'!![l

damians_wpa_aim

Related Tasks ((ﬁ))

\i) Learn about wireless Unsecured wireless network |l!l[|
i PRISM_01_5f_79_bernar

(@ 015170,
% Change the order of ) H
preferred networks 't Securiby-enabled wireless network l'!!

CSE lab Wireless ATM

(4w Change advanced ((ﬁ))

settings
(<ﬁ>)

((ﬁ))

»’ Security-enabled wireless netwark (WPA) l“!ﬂ
PRISM_01_1f_5d

Unsecured wireless network. l.!!n

Reservoir_sig

>’ Security-enabled wireless network (WPA) I“HH

Conneck

A list of wireless networks is displayed.

e Select the SSID being broadcast by the module
e C(lick “Connect”

You will now connect to the Wireless LAN.
Connected wireless PCs

Selecting the View details of connected wireless PCs ... link under General Settings takes you to
the following screen which shows details of PCs connected to the WLAN

Broadband Module

Broadband Module WLAN: Connected Wireless PCs

Basic Configuration
Status

The following 1 wireless PCs are currently connected:

System Backup | Restore
System Reskart
Advanced Configuration

MAC Address: 00:12:f0:55:7c:cd
Signal Strength: -37

Setup
Eeturn to the wireless status page.

LAN Gateway
ADSL Modem
ETHDMZ Port:
YolIP
15DN
WLAN

Setting up WLAN with Security

The recommended settings to provide maximum security are indicated as *Recommended.

Where instructed, enter the relevant information in the table provided in Appendix A as this
information is required when setting up PCs for wireless networking.

e Select “WLAN”

The following screen is displayed
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Broadband Module

Broadband Module WLAN

Biasic Configuration
Status Wireless networking allows you to connect wireless PCs through the
System Backup | Restors Broadband Module to the Internet.

| System Restart @ Tell me more about the wireless networking settings...

| Advanced Configuration

The wireless settings are split into two sections - the first section
contains settings which need to be configured before you use wireless for
the first time, but are unlikely to be changed after that. The second

LAN Gateway section contains settings you might change more often.

ADSL Maodern

ETH/DMZ Part: - - a

. First Time Settings

150M

WLAN The wireless first time settings wizard helps you enable your wireless for
the first time - you probably won't need to change these settings after
you have entered them ance,

Setup

Wireless networking is currently set to operate in United Kingdom.
Wireless network type is currently 802.11B7G.
Change your wireless first time settings here...

First Time Settings
This automatically takes you through the configuration screens necessary for setting up the
wireless network for the first time.

e Select “Change your wireless first time settings here ...”

The following page is displayed

Broadband Module

Eroadband Module

WLAN: Set Country

Basic Configuration
Status
System Backup | Restors

To make sure the Broadband Module does not transmit on illegal
frequencies, you must set where yvou are in the world,
(@ Tell me more shout setting a country...

| System Restart

| Advanced Configuration
Continuing beyond this page will clear wour other wireless settings,

=0 you will be asked to enter them again.

Setup

LAM Gateway

ADSL Modem

ETH/DMZ Part

Country | United Kingdom =

Confirm Changes > | Cancel |

e Select “United Kingdom” (default setting) from the drop-down menu
e Select “Confirm Changes”

The following screen is displayed

Broadband Module

Broadband Module

WLAN: WLAN Type Selection

Basic Configuration

Status Select the type of wireless network you wish to use.
System Backup { Restore @ Tell me more about wirslsss types...

Siystem Restart

Advwanced Configuration Caontinuing beyond this page will clear your other wireless settings,
so you will be asked to enter them again.

+ 802.11B/G
To implement your
changes a restart is " 802.118 only

required.  802.11G only

Restart

Confirm Changes > Cancel

Three WLAN Type options are presented:-
- 802.11 B/G (operates at 11 Mb/s or 54 Mb/s) "Recommended
- 802.11 B only (operates at 11 Mb/s)
- 802.11 G only (operates at 54 Mb/s)

e Select an option
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e Select “Confirm Changes”

The following screen is displayed

Broadband Module

Broadband Module WLAN: Basic

Basic Configuration
Status
System Backup | Restore

Before a wireless network can operate, you need to provide a name
(SSIDY for the netwaork.

Metwork Name (SSID) [PRISM_01_1f 54 |

Next > Cancel

System Restart:
| Advanced Caonfiguration

Restart Required

A Tr ivamlmennnt v

The default Network Name (SSID) is displayed.
This name can be changed if required.

Enter the Network Name (SSID) in the table provided in Appendix A as it is required when setting up
PCs for wireless networking.

e Select “Next”

The following screen is displayed

Broadband Module

WLAN: Channel Selection

Basic Configuration
Status
System Backup | Restore

You may either choose a channel yourself, or allow the Broadband Module
to automatically select the best channel.

System Restart (@ Tell me mors about wireless channels...

fidvanced Confiquration

& allow the Broadband Module to select channel

¢ Select a channel manually

MNext > Cancel

To implement your
changes a restart is

required.

Two options are presented for selecting a channel :-

(1) Allow Internet Module to select channel *Recommended
e Select “Next”, this takes you to Security (page 47)

(2) Select a channel manually

e Select “Next”

The following screen is displayed

Broadband Module

Broadband Module

WLAN: Channel Selection

Basic Configuration
Status Select the channel you wish the wireless network to use.
System Backup | Restore @ Tell me more about wireless network channels...

System Restart
Channel |& =

Advanced Configuration
Next > Cancel

e Select a channel from the drop down menu
e Select “Next”

The following screen is displayed
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Broadband Module

Broadband Mo

WLAN: Security

Basic Configuration

Status
Syskem Backup | Restare
8 System Restart

| Advanced Configuration

It is highly recommended that Wi-Fi Protected Access (WPA) is
used, to prevent unauthorised access to your wireless network.

Y¥ou can encrypt wireless network data transmissions using wireless
network security, Select an encryption option from the list below,
Restart Required (@ Tell me more about wireless network security...

To implement your
changes a restart is

required.

~
ol
¢~ 128bit encryption on the wireless network
Festart
&+ Wwi-Fi Protected Access {WP&) on the wireless network

Off - no encryption on the wireless network

64hit encryption on the wireless network

Setup e
Enable SSID Broadcast: ;I ¢

LAM Gateway
ADSL Modem
ETHJDMZ Port
Yolp

Cancel

Enable SSID Broadcast

e Allow the WLAN to broadcast it’s network name (SSID)
e Do not allow the WLAN to broadcast it’s network name (SSID) *Recommended

Four options are presented for security:-

(1) Off

e Select “Next”, this takes you to Address Authentication (page 50)
(2) 64-bit encryption on the wireless network

e Select “Next”

The following screen is displayed

Broadband Module

Broadband Module. WLAN: 64bit Network Key

Basic Configuration
Status
System Backup | Restore

You must provide a 10 character hex network key for 64bit encryption. A
hex key is made of the letters & to F and numbers 0 to 9,
@ Tell me more ahout Wireless network keys...

Key
Cancel

| System Restart
~ Advanced Configuration

Restart Required

To implement your
1 changes a restart is

o Enter a 10 hexadecimal character key (hexadecimal characters consist of the characters A -
F, and the numbers 0 - 9).
Make a note of this key, as it must be entered into every PC that connects to the WLAN

e Select “Next”, this takes you to Address Authentication (page 48)

(3) 128-bit encryption on the wireless network

e Select “Next”

The following screen is displayed
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Broadband Module

Broadband Module

WLAN: 128bit Network Key

Basic Configuration
Status

System Backup | Restore
| System Restart

You must provide a 26 character hex network key for 128bit encryption, &
hex key is made of the letters & to F and numbers 0 to 9.
(@ Tell me more about Wireless network kevs...

Key
Cancel

|| Advanced Configuration

/'\Th:é'; aresirt s
e Enter a 26 character hexadecimal key (hexadecimal characters consist of the characters A -
F, and the numbers 0 - 9)
Make a note of this key as must be entered into every PC that connects to the WLAN
e Select “Next”, this takes you to Address Authentication (page 48)
(4) Wi-Fi Protected Access (WPA) on the wireless network *Recommended

e Select “Next”

The following screen is displayed

Broadband Module

Broadband Hodule WLAN: Wi-Fi Protected Access

Basic Configuration
Status
System Backup | Restore

You must provide a pass phrase for Wi-Fi Protected Access. This should
consist of between 2 and 62 characters,

System Restart (@ Tell me more about Wireless network pass phrases...

| advanced Configuration

Pass
phrase

Cancel

Restart Required

To implement your
changes a restart is

reauired.

e Enter a pass phrase of between 8 and 63 characters

Enter the Pass Phrase in the table provided in Appendix A as it is required when setting up
PCs for wireless networking.

e Select “Next”

The following screen is displayed

Broadband Module

Broadband Module

WLAN: Address Authentication

Basic Configuration
Status

System Backup | Restore
| System Restart

You can restrict which wireless PCs can connect to your device, Select
how you want to restrict PCs below.
@ Tell me more about restricting wireless access...

|| Advanced Configuration @ allow any wireless PCs to connect

¢ aAllow all wireless PCs to connect except those I specify
Restart Required

To implement your
changes a restart is

required,

¢ Only allow the wireless PCs I specify to connect

Cancel

Restart |
Three options are presented for Address Authentication:-

(1) Allow any wireless PCs to connect

e Select “Next”, this takes you to Select Interface (page 51)
(2) Allow all wireless PCs to connect except those | specify

e Select “Next”
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The following screen is displayed

Broadband Module

WLAN: Address Authentication

Broadband Module

Basic Configuration
Status

System Backup | Restare
B System Restart

| Advanced Configuration

Yfou can configure the list of addresses to deny access to your device
below,
(@ Tell me more about restricting wireless access...

Mo addresses have been set.

Restart Required

To implement your
changes a restart is

required,

Add an address here. ..

MNext > Cancel

e Select Add an address here ...

The following screen is displayed

Broadband Module

Broadband Module WLAN: Address Authentication

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

Enter the MAC address to add below:
(@ Tell ms more shout restricting wirsless access...

MACaddress:::::
Cancel

Restart Required

A Toimolement vaur

e Enter the MAC address of the PC which is to be excluded from the wireless network
e Select “Next”

The following screen is displayed

Broadband Module

WLAN: Address Authentication

Broadband Module

Basic Configuration
Status You can configure the list of addresses to deny access to your device

System Backup | Restore below.
@ Tell me more about restricting wireless access...

System Restart

Advanced Configuration
00:10:36:03:2C:07

Add an address here...
Remove an address here...

et > Cancel

To implement your
changes a restart is
required,

The entered MAC address is displayed

Add an address here ... takes you back to the previous screen to enter another MAC address

Remove an address here ... takes you to the following screen

Broadband Module

Broadband Module WLAN: Address Authentication

Basic Configuration
Status

System Backup [ Restare
Svskem Restart
Advanced Configuration

Select the MAC address to remove belaw:
@ Tell me more about restricting wireless access...

Restart Required

To implement your
= \chanoes a restart is

e Select the address to remove from the drop down menu
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Select “Next”, this takes you back to the “Allow all wireless PCs to connect except those |
specify” option

(2) Only allow the wireless PCs | specify to connect *Recommended

Select “Next”

The following screen is displayed

Broadband Module

Easic Configuration
Status
System Backup | Restore

| System Restart
| Advanced Configuration

Restart Required

To implement your
changes a restart is

required,

Select add an address here ...

The following screen is displayed

Broadband Module

Refer to Appendix B to find out the MAC address of a PC
Enter the MAC Addresses in the table provided in Appendix A

WLAN: Address Authentication

vou can configure the list of addresses to allow access to your device
below,
(@ Tell ms more ahout restricting wirsless access...

Mo addresses have been set.

Add an address here. ..

Mext > Cancel

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup | Restore
| System Restart
Advanced Configuration

Restart Required

A\ To implement your

The following screen is displayed

Broadband

Broadband Module

Basic Configuration
Status

System Baclup [ Restore
| System Restart

| advanced Configuration

Restart Required

To implement your
changes a restart is
required.

Module

WLAN: Address Authentication

Enter the MAC address to add below:
@ Tell me more about restricting wireless access...

MACaddresE:::::
Cancel

Enter the MAC address of the PCs to be allowed to connect to the wireless network
Select “Next”

WLAN: Address Authentication

You can configure the list of addresses to allow access to your device
below.
@ Tell me more about restricting wireless access...

00:10:36:03:2C: 06

Add an address here...
Remove an address here. ..

i Cancel

Add an address here ... takes you back to the previous screen to enter another MAC address

Remove an address here ... takes you to the following screen
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Broadband Module
WLAN: Address Authentication

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart

Select the MAC address to remove helow:
@ Tell me more about restricting wireless access...

Advanced Configuration

00:10:36:03:2C:06 =

Restart Required

/\TD implement your
N\ thanges a restart is

e Select the address to remove from the drop down menu
e Select “Next”, this takes you back to the “Only allow the wireless PCs | specify to connect
“option

Two options are presented for the WLAN Interface:-

DMZ (this is the default setting where the WLAN normally resides on the DMZ)

*Recommended
LAN (see screen warning re security)

Broadband Modul

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

Restart Required

To implement your
changes a restart is

required,

Restart

Setup

LAN Gateway
ADSL Madem
ETH/DMZ Port
waoIP

Broadband Module

WLAN: Select Interface

If you place the wireless network on the LAM, your LAN PCs and

devices may be exposed to attack over the wireless network. It is

usually more secure to place the wireless network on the DMZ. This
restricts access from the wireless network to LAN devices, but permits
internet access from the wireless network.

@ Tell me more about the wireless networks...

Select whether you want wireless PCs to be a part of your DMZ or your
LAMN:

+ DMZ - Wireless PCs will have restricted access to your LAN devices

¢ LAN - Wireless PCs will be able to connect to your LAN devices

et > Cancel

In order to provide maximum security, PCs connected to the WLAN are not allowed to program
the module via the web interface. If programming from a wireless network PC is required, the
WLAN interface should be changed from DMZ to LAN.

Select an option
Select “Next”

The following screen is displayed
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Broadband Module

Basic Configuration
Status
System Backup | Restore
System Restart

|\ advanced Configuration

Restart Required

To implement your
changes a restart is

required.

Restart

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Fort
waoIP

WLAN: Confirm

Wireless networking is set to operate in United Kingdom.
Wireless networking type is 802.11B/G.

wWireless networking will be enabled.

The wireless network name (SSID) will be et to PRISM_D1_1f_54,

The Broadband Maodule will automatically select the best wireless channel.
The wireless networking security will be set to Wi-Fi Protected Access
{WPA). SSID Broadcast will be enabled.

Only the wireless PCs shown below will be allowed to connect tao the
wireless network,

00:10:36:03:2C:08

The wireless network will be on the DMZ.

To confirm these settings, click on the Confirm Changes button below.
If you do not wish to apply these settings, click on the Cancel buttaon,

Confirm Changes Cancel
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The WLAN parameters are displayed

e Select “Confirm Changes”
e Restart the module

Go to Appendix A when setting up PCs for wireless networking
General Settings

These are used to change individual settings after the wireless network has been initially set up.

General Settings
Your current wireless network settings are:

\Wireless networking is enabled so wireless PCs can connect to your
device,
Enable or disable the wireless netwaork here...

The Broadband Module is automatically selecting the hest wireless
channel to use. The channel currently in use is 11,
Change your wireless channel here...

The wireless network name (SSID) is PRISM_01_1f_ 54,
Change your wireless netwark name (SSID) here...

Wireless network security i off, SSID Broadcast is enabled.
Change Wireless Security settings here...

Only the wireless PCs you have specified are allowed to connect.
Change which wireless PCs are sllowed to connect here...

The wireless network is an the DMZ so wireless PCs have restricted
access to your LAN devices.
Set the interface for the wireless network here...

There are currently O wireless PCs connected,
wiew details of connected wireless PCs. ..

The links listed below allow you to change individual network settings used in the initial setup as
previously described

Change your wireless channel here ...

Change your wireless network name here ...

Change your wireless security settings here ...

Change which wireless PCs are allowed to connect here. ...

Set the interface for the wireless network here ...

Enable / Disable

Enable or disable the wireless network here ...takes you the following screen

Broadband Module

Broadband WLAN: Enable / Disable

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

Enabling wireless networking will allow PCs with wireless network
capabilities to connect to the Internet through the Broadband Module.
@ Tell me more about the wireless networks..,

Select whether you want wireless PCs to connect to your device:

Setup

¢ Disable - Wireless PCs will not be able to connect to your device
LAN Gateway

ADEL Modem
ETH/DMZ Port
WolP
15D

@ Enable - Wireless PCs will be able to connect to your device

et > Cancel

Two options are presented:-
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(1) Disable
e Select “Next”

The following screen is displayed

Broadband Module

WLAN: Confirm

Basic Configuration
Status

System Backup | Restore
| System Restart

| advanced Configuration

Wireless networking will be disabled.

To confirm these settings, click on the Confirm Changes button below.
If you do not wish to apply these settings, click on the Cancel button.

Confirm Changes Cancel

LAN Gakeway

e Select “Confirm Changes”
e Restart the module

(2) Enable
e Select “Next”

This takes you through the procedure as described in First Time Settings
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STATUS

This displays the current status of the main system parameters.

Internet Module

Status

WAN Status

Connected: No
Interface: ADSL Madiem
1P Addrass: 0.0.0.0
Hubnet Mask: 0.0.0.0
Gateway: not eurrently set
Primary DNG: not currently ot
Secondary DNS: not currently set
1P Asslgnmant: Dynamic - BER0A

DMZ Status
1P Address: 192,168.0.1
Subnet Mask; 255.255.255.0
LAN Status

1P Address: 192,168.1.1
Subnet Mask: 255.255.255.0
MAC Address: 00:90: 70:00:42:82
DHCP Sarver: Yes

VoIP Status

User Domain: bbv-sipservice.nat.bt.com
BIP Prosxy: Bby-sipserice.nat bt com: 5060

Routing Table

al ¥
192.168.1.0 265.255.285.0 0.0.0.0  iplan
102.168.0.0 255.255.255.0 0.0.0.0  ipdmz
127.0.0.0  255.0.0.0 0.0.0.0  loopback

Hardware Status

Up-Tima: 20:23:095
Hardwarae Revision: C
Firmware Revision: D67
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SYSTEM BACKUP/RESTORE

This allows you to backup the module settings to your PC and also to restore the settings.
e Select System Backup/Restore

The following page is displayed

e System Backup / Restore

Basic Configuration
Status This page allows you to backup the configuration settings to your
System Backup / Restore computer, or restore configuration fram your computer,

System Reskart
Advanced Configuration

@ Tell me mare about System Backup / Restore...

Backup Configuration

Backup configuration to your computer,

Backup

Restore Configuration

Restore configuration from a previously saved file. Restoring the
configuration will overwrite any configuration changes since the
configuration was backed up.

Configuration File Browse...
Restare

Backup Configuration
e Select Backup

The following screen is displayed

Broadband Module

Broadband Module

Backup Configuration

Basic Configuration
Status

System Backup / Restore
Swstem Restart
Advanced Configuration

If the download does not start automatically, please download the
configuration from here.

Some browsers will start the backup automatically. If your browser does not start automatically,
then

e Select the link “Please download the configuration from here.”

A Windows File download screen is then displayed.
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File Download

Do you want to save this file?

Name: InternetModule.ick
Type: Unknown File Type, 30,4 KB
From: 192.168.1.1

Save Cancel

harm your computer. |f you do not trust the source. do not save this

@ While files from the Internet can be useful, some files can potentially
file. ‘what’s the risk?

e Select “Save”

Savein: | e Local Disk (C) ¥ 02 e m-
(ZéAdvanced TP Address Caleulator! [)Personal
[_é () ATM Manuals IC)Program Files
My Recent () ATM Software ICsambarhz
Documerts |3 AIM spacs 14_1un_05 sk
— (CZ)BTLE Birmingharn IChsigma
@ Shcache =P
Desktop |23 Conexant: Sitemp
|23 Custom Callouts =) Training
. |5 Documents and Settings Ehurmet
’) [Z)EPOAGeNt Shvorr
My Dacuments Shizss IC3)wolP Testing
Shitaly [Shwindows
(CLake [wLan
Q:' (CiLotus IC¥tenhetworksIne
¢ () 0vida Software Bl 1nternetMadule.ick
My Computer
'8 File name: Internetiodle v =)
MyNetwork | Saveastype:  |.ict Document v [ caea |

e Select the folder where the file is to be saved

e Save the file
Restore Configuration

e Browse for the configuration file

Laok i | < Loal Disk () -l o
- 2 z BT PATHWAY Owners Manual ﬁ’winpcapj_l_heta‘!

@BTV BEM Firrmware 064 Repork Log
My Recent o camtasiaf

Documents 2 comos
@ @ethereal-setup-u‘ 10.11
. EGUUg\eEarth
Desktop

3

My Documents

sSetupJ
3‘ @S\gma Router Specification

strauss_thus_spake_zarathustra

My Computer

vmp kestl
. < I>
My Netwark  File pame [intermeitocule El Oeen |
Flesoflyps:  [4lFils () = el |
|
e Select Open
Broadband Module System Backup / Restore

Basic Configuration
Status

This page allows you to backup the configuration settings to your

System Backup / Restore computer, or restore configuration from your computer,

Syskem Restart

Adwanced Configuration

(@ Tell me more about System Backup / Restore...

Backup Configuration

Backup configuration to your computer.

Backup |

Restore Configuration

Restore configuration from a previously saved file. Restoring the
configuration will owverwrite any configuration changes since the
configuration was backed up.

Configuration Filel Erowse... |
Restore
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e Select Restore

When the configuration has been restored, the following screen is displayed

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup / Restore
Syshem Restart
Advanced Configuration

Restart Required

To irnplerment your
changes a restart is

required.

Festart

e Restart the system

Configuration Restored

Your configuration has been restored. The configuration changes will not
take effect until you restart your Broadband Module. To restart now, click
the Restart button below. A restart will briefly disconnect you fram the
Internet.

MOTE: You rust restart your Broadband Module before making any further
configuration changes.

Festart

The module restarts and the Basic Configuration is displayed.

SYSTEM RESTART

This allows you to restart the module.
e Select System Restart from the menu

The following page is displayed

Broadband Module

Broadband Module

Basic Configuration
Status

Swskem Backup | Restore
System Restart
Adwanced Configuration

e Select “Restart”

System Restart

To restart now, click the Restart button below, A restart will briefly
disconnect you from the Internet.

Restart

The module restarts and the Basic Configuration page is displayed.
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ADVANCED CONFIGURATION

e Select “Advanced Configuration” from the main menu

The following screen is displayed, note the warning.

Broadband Module

Advanced Configuration

Basic Configuration
advanced Configuration
ADSL Test

Changing the Advanced Configuration can affect
the security and functionality of the Broadband

| Diagnostics
| Flash Update
Reset to Defaults

Module. Only specialists with knowledge of the
advanced features should make changes to the
Advanced Configuration.

Adrin Accounks
Firewall & Secrity
IF Routes
DHCP Server
Advanced ISDN

The following menu items are displayed under Advanced Configuration:-

ADMIN ACCOUNTS

Access to the browser programming interface is controlled by two username/password pairs
which provide the user with identical programming privileges. The default username/password
pairs are:

Username Password
Admin Admin
Engineer Engineer

To change the passwords, carry out the following procedure using the browser programming
interface.

When changing the passwords from their default settings, it is recommended that both
passwords are changed.

To change the Admin password

Connect to 192.168.1.1

2
‘Webddmin
User name: |ﬂ admin v|
Password; | sseas |

Remember my password

[ Ok H Cancel ]

Log in to the browser programming interface using the default username/password “admin,
admin”.

e Go to Advanced Settings
e Select “Admin Accounts”

The following screen is displayed

59



BT Versatility
Broadband Module/Broadband Module Plus Manual

Broadband Module

broadband Module Admin Accounts

Basic Configuration

This page allows you to cantral access ta your router's cansale and these
configuration web-pages

Advanced Configuration
ADSL Test
Diagnostics

Flash Update
Reset ko Defauls

Currently Defined Users

User Comment
Advanced Setup

Admin Accounts adrin Created by CLI | Edit user...@

Firewall & Security
1P Routes
DHCP Server
Advanced ISDN

engineer | Created by CLI

e Select Edit user ...
The following screen is displayed

Broadband Module

Admin Accounts: edit user 'admin’

Broadband Module

Basic Configuration
Advanced Configuration = 1 =7
s Details for user 'admin
Diagnostics

| Flash Update
Reset to Defaults

Username: admin

Comment: |Created by CLI

Cancel and return to &dmin 4ccounts Setup Page. . ©

Advanced Setup

Admin Accounts
Firewall & Security
1P Routes
DHCP Server
Advanced [SDN

e Enter a new password
e Select “Apply”

To change the Engineer password

Connect to 192.168.1.1

‘Webddmin
User name: |g engineer v|
Password; | ITITITIT) |

Remember my password

[ Ok ] [ Cancel

Log in to the browser programming interface using the default username/password “engineer,
engineer”.

e Go to Advanced Setting
e Select “Admin Accounts”
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The following screen is displayed

The following page is displayed

Select “Edit user”

Enter a new password
Select “Apply”

Broadband Module

Admin Accounts

Broadband Module

Easic Configuration
Advanced Configuration
ADSL Test
| Diagniostics
| Flash Update

Reset to Defaulks

This page allows you to contral access to your router's console and these
configuration web-pages

Currently Defined Users

User Comment
Advanced Setup

adrmin Created by CLI

Admin Accounts
Firewall & Security
IP Routes

engineer | Created by CLI |Edit user.. @

Broadband Module

Eroadband Module Admin Accounts: edit user 'engineer’

Basic Configuration
Advanced Configuration
ADSL Test
Diagnostics
Flash Update

Resgt to Defaults

Details for user 'engineer’

Username: engineer

Password: jessssses
Comment: |Created by CLI
Apply | Resst

Cancel and return to Admin Accounts Setup Page... @

Admin Accounts
Firewall & Security
1F Routes
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FIREWALL & SECURITY

The BROADBAND MODULE and BROADBAND MODULE PLUS are equipped with a stateful
inspection firewall.

The firewall resides on the interfaces between
- WAN and LAN (External and Internal)

- WAN and DMZ (External and DMZ)
- DMZ and LAN (DMZ and Internal)

, ’ ==y

e Select “Firewall & Security”

The “Firewall Configuration” screen is displayed

Security State
The Firewall is enabled by default

Broadband Module

Broadband Module

Firewall Configuration

Basic Configuration
Advanced Configuration
ADSL Test
Diagnostics
Flash Update

Security State

Firewall:  Enabled (" Disabled

Intrusion Detection Enabled: ¢ Enabled & Disabled

Change State
To disable the Firewall
e Select “Disabled”
e Select “Change State”

Intrusion Detection is disabled by default.

To enable Intrusion Detection
e Select “Enabled”
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e Select “Change State”

Security Level

There are four pre-defined security levels (high, medium, low and none) that contain different
security filters for each interface (WAN/LAN, WAN/DMZ, DMZ/LAN). When None is selected, all
traffic is blocked. Additional filters can be added to each security level as required.

The default setting is High Security Level.

The Medium Security level has additional filters. For example it is set up to allow access to a web
server or a mail server on the DMZ from the External interface.

The Low Security level adds more filters. For example, as well as allowing access to a web server
or a mail server on the DMZ, it also allows Telnet and FTP access from the External interface.

The pre-defined security configurations are:

External External DMZ
High Security Level <> <> <>
(from any source IP address or any Internal DMZ Internal
source port)

Service Destination Port In Out In Out In Out
ICMP N/A N/A F T F T F T
Any TCP 0-65535 F T F T F T
Any UDP 0-65535 F T F T F T
RMCP TCP 50 F T F T T F
TCP 51 F T F T T F
ISAKMP UDP 500 F T F T T F
SSL TCP 443 F T F T T F
Kerberos TCP 88 F T F T T F
Kerberos UDP 88 F T F T T F
HTTP TCP 80 F T T T F T
DNS UDP 53 F T T T T T
Telnet TCP 23 F T F T F T
SMTP TCP 25 F T F T F T
POP3 TCP 110 F T F T F T
FTP TCP 21 F T F T F T
SSH TCP 22 F T T T T F
SIP UDP | 5060 - 6000 T T T T T T
IPT TCP 5566 T T T T T T

External External DMZ
Medium Security Level <> <> <>
(from any source IP address or any Internal DMZ Internal
source port)

Service Destination Port In Out In Out In Out
ICMP N/A N/A F T F T F T
Any TCP 0-65535 F T F T F T
Any UDP 0-65535 F T F T F T
RMCP TCP 50 F T F T T F
TCP 51 F T F T T F
ISAKMP UDP 500 F T F T T F
SSL TCP 443 F T F T T F
Kerberos TCP 88 F T F T T F
Kerberos UDP 88 F T F T T F
HTTP TCP 80 F T T T F T
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DNS UDP 53 F T T T T T
Telnet TCP 23 F T F T F T
SMTP TCP 25 F T T T F T
POP3 TCP 110 F T T T F T

FTP TCP 21 F T F T F T

SSH TCP 22 F T T T T F

SIP UDP | 5060 - 6000 T T T T T T

IPT TCP 5566 T T T T T T
External External DMZ
Low Security Level <> <> <>
(from any source IP address or any Internal DMZ Internal
source port)
Service Destination Port In Out In Out In Out
ICMP N/A N/A F T T T T T
Any TCP 0-65535 F T F T F T
Any UDP 0-65535 F T F T F T
HTTP TCP 80 F T T T T T
FTP TCP 21 F T T T T T

SSH TCP 22 F T T T T F
Telnet TCP 23 F T T T T T
SMTP TCP 25 F T T T F T
RMCP TCP 50 F T F T T F

TCP 51 F T F F T F

POP3 TCP 110 F T T T F T

ISAKMP UDP 500 F T F T T F
SSL TCP 443 F T F T T F
Kerberos TCP 88 F T F T T F
Kerberos UDP 88 F T F T T F
DNS UDP 53 F T T T T T
SIP UDP | 5060 - 6000 T T T T T T
IPT TCP 5566 T T T T T T

Changing the security level deletes the previous security level and any filters set, and replaces
them with the new configuration.

To change the security level

IP Routes
DHCZP Server
Advanced ISDH

Security Level

Security Level: |high - Change Level |

ACES

e Select the required level from the drop-down menu
e Select “Change Level”

To add a filter
See section on Security Policy Configuration (see page 64)

Security Interfaces
Three security interfaces are defined by default

- ipwan (external) to internal
- ipwan (external) to dmz
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- ipdmz (dmz) to internal

NAT (Network Address Translation)

NAT operates independently on each interface and is enabled by default on each of the three

interfaces.

To disable NAT

e Select “Disable NAT to ... (Interface)”
e Restart the module.

Global Address Pools

L] .
.__QL internal

Security Interfaces

Name | Type NAT

Disable NAT to intermal inteaces ‘

ipwan | external -
Disable NAT to DMZ interfaces ‘

sdvanced MAT Configuration... @

Disahle NAT to internal interfaces ‘

ipdmz | dmz
Advanced NAT Configuration... @)

iplan  internal |May be configured on external or DMZ interfaces

add Interface... @ (alf interfaces defined)

A global address pool is used to assign a range of public IP addresses to a WAN interface. This
can be used in conjunction with Reserved Mapping to associate the public IP addresses on the
WAN interface with specific servers/applications on the DMZ or LAN.

e Select “Advanced NAT Configuration ...”

The following screen is displayed
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Broadband Module

Advanced NAT Configuration: ipwan

Broadband Module

Basic Configuration

Advanced Configuration

Advance Global Address Pools
Diagnostics

Flash Update

Reset to Defaulks

Mo Global Address Pools

Add Global Address Pool... @

e Select “Add Global Address Pool ...”

The following screen is displayed.

3roadband

E
Broadband Module

Module
NAT Add Global Address Pool: ipwan

Biasic Configuration
Advanced Configuration
ADSL Test
Diagostics

Flash Update
Reset to Defaults

Add Global Address Pool

Interface Use Subnet 1P Address Subnet Mask/IP
Type Gonfiguration Address 2

Advanced Setup |mternalj \Use Subnet Mask j ‘

Admin Accourts
Firewall & Security
1P Routes

DHCP Server
frkramad TERM

Add Global Address Pool |

e Select an interface from the drop down list
e Enter an IP address and subnet mask, or enter the first and last IP addresses in the range
e Select “Add Global Address Pool”

Reserved Mappings

Reserved mappings are used to create exceptions to the normal NAT rules to allow incoming
access to a specific server or application on the DMZ or LAN. A static route is defined between
an external IP address and internal IP addresses. Reserved mapping is also called Port address

Translation or Port Forwarding.

e Select “Advanced NAT Configuration ...”

Advanced Setup

Admin Accounts Reserved Mappings

Firewall & Security

IP Routes
DHCP Server

Advanced 150 Add Reserved Mapping. .. @

No Reserved Mappings

”

e Select “Add Reserved Mapping ...

The following screen is displayed

NAT Add Reserved Mapping: ipwan

Add Reserved Mapping

IP Addresses Transport Ext:;l:.lag:;nrt Intzran:;:nrt
I Global Internal Type Start End Start End
oo
Soatpie | fomp =] |l g g g

IP address of the
interface "pwan™)

Add Reserved Mapping |
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e Enter the following parameters:

Global IP address This is the public IP address assigned to the WAN interface

Internal IP Address  This is the internal IP address of the server on the LAN

Transport Type Select a protocol from the drop down list

External Port A port or port range can be defined for the external IP
Range address

Internal Port A port or port range can be defined for the internal IP
Range address

e Select “Add Reserved Mapping”

Policies, Triggers, Intrusion Detection, Logging

The security policy settings, stateful inspection triggers, intrusion policy detection and logging
settings can be displayed and changed.

Security Policy
Three types of filters can be defined in the firewall:

Port Filters are used to allow or block a specific TCP/IP application level protocol. The
parameters used to specify this filter are source and destination IP address or range of
addresses, a transport level protocol TCP/UDP/ICMP), and a port or range of ports which define
the application level protocol.

Raw IP Filters are used to allow or block a specific protocol (non TCP/IP) carried within an IP
packet. The parameters used to specify this filter are source and destination IP address or range
of addresses, and a protocol number which identifies the protocol carried in the IP packet.

Host Validators are used to block all traffic from a specific host. The parameter used to specify
this filter are an IP address or range of addresses.

Note that if invalid filter entries are added, an error message will be displayed when the
configuration is saved.

Policies, Triggers, Intrusion
Detection, Logging

Security Policy Configuration...

Security Trigger Configuration... @

Configure Intrusion Detection... @

Configure Security Logging...Q

e Select “Security Policy Configuration ...”

The following screen is displayed.
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Broadband Module

Broadband Madule Security Policy Configuration

Basic Configuration
Ad: d Configurati H ici
Advenced Conflauration Current Security Policies

| Diagnostics

=] LR [iterfoce [terfsce Validators Policy Gonfiguration
Reset bo Defallts Type 1 Type 2
external internal @y (i) Eo el

Advanced Setup hosts blocked | Filters...@ | validators...@
Admin Accounts | . only listed Port Host
Firewall & Security external e hosts blocked | Filters..@ | Walidators... @
IP Rodtes
DHCF Server e internal Only listed FPort Host
Advanced 15DR hosts blocked  Filters... @ | validators... @

Return to Interface List@

e Select “Port Filters ... ” for an interface (external/internal, external/dmz, dmz/internal)

The following screen is displayed for the interface selected

Firewall Port Filters: external-internal

Source Destination
Source |Destination P Port Port
Address Address Protocol

Min | Max | Min | Max | Inbound Outbound

Direction

Ay Ay

ICMP MNAA | MAA M/A N/ A false true Delete
L e TCP 0 |65535 |0 65535 | false true Delete
any any LDP 0 |65535 |0 65535 | false true Delete
AR (AR P 0 | BS535 5060 5000 | true true Delete

Add TCP or UDP Filter

Add Raw IP Filter

Return to Policy List
This screen lists the filters currently in effect for that interface.
Adding Port Filters

e Select “Add TCP or UDP Filter”

The following screen is displayed

“irewall Add TCP/UDP Port Filter: external-internal

Destination Source | Destination Difection
Source address dd Protocol t t
address pol po Inbound | Outbound
. . Range
IP Address: IP Address: Start - |Range Start
[0000 [0.000 Erd CEnd
TCP = 0 0 _ Allow > || Allow

Mask: Mask: _ ’—

[00.00 [00.00 BE535

G535
Apply

Return to Filter List

Return to Policy List

Return to Interface List

o Enter the following parameters
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Source address

- Mask is always 255.255.255.255

- IP Destination address

- Mask is always 255.255.255.255

Protocol, TCP or UDP

- Source port or range of ports (associated with source IP address)

- Destination port or range of ports (associated with destination IP address)
- Direction, Inbound or Outbound

e Select “Apply”
e Save the new configuration
Restart the module

Adding Raw IP Filters
Filters based on IP address and protocol only can be added to the security level displayed.

e Select “Add Raw Filter”
The following screen is displayed

Firewall Add TCP/UDP Port Filter: external-internal

Destination Source Destination Digeetion

Source address Protocol

address port Bott Inbound |Outbound
i ) Range
IP Address: 1P 4ddress: Start - | Range Start
[0.0.0.0 [o.0.00 End - End
TCP f 0 _ Allow =| || Allow =
Mask: Mask: - ’—
[nooa [n0.00 e

Apply
Return to Filter List

Return to Policy List

Eeturn to Interface List
Enter the following parameters
- IP Source address and Subnet Mask
- IP Destination address and Subnet Mask

- IP Protocol
- Direction, Inbound or Outbound

e Select “Apply”
e Save the new configuration
e Restart the module

Host Validators

Traffic to or from specific hosts can be blocked by the firewall.
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Broadband Module

Broadband Module Security Policy Configuration
Basic Configuration
Ad d Configurati H ici
T G Current Security Policies
ADSL Test
Diagniostics
i
| Rl WHEEED | e validators Policy Configuration
Reset ta Defaults Type 1 Type 2
external internal @l (i EL o
Advanced Setup hosts blocked | Eilters... @ | Validators..©
Admin Accounts | 4 only listed Port Hast
Firewall & Security Extenns [ hosts blocked | Filters...@ | validators... @
TP Routes
DHCP Server - MR only listed Port Host
Advanced 1SDH hosts blocked | Filters...qy | Yalidators... @

Beturn to Interface List@)

e Select “Host Validators ...” for a particular interface
The following screen is displayed

Broadband Module

Broadband Module Configure Validators: external-internal’

Basic Configuration
Advanced Configuration
ADSL Test
Diagnostics
Flash Update

Reset ko DefaLits

Host Validators

Mo Host Validators Defined

add Host Yalidator,.. @

Return to Policy List... @y

Admin Accounts
Firewall & Security
1P Routes

Return to Interface List... Q)

e Select “Add Host Validator ... ” for the selected interface

The following screen is displayed

Broadband Module

i

Broadband Module Firewall Add Host Validator: external-
Basic Configuration i nternal

Advanced Configuration
ADSL Test

Diagnostics Add Host Validator

Flash Update

Reset to Defaults
Host IP Address: [1921681.7

Advanced Setup Host Subnet Mask: |255.255 265.0]

Admin Accounts Direction: hath =

Firewall & Security
1P Routes -
Appk

Advanced 1SDH
Return to Yalidator List.. @

Return to Policy List... @y

Return to Interface List... @y

Enter the host IP address and Subnet mask

Select the direction, “Inbound”, “Outbound” or “Both”
Select “Apply”

Save the new configuration

Restart the module

70



BT Versatility
Broadband Module/Broadband Module Plus Manual

Application Level Gateways

There are certain applications that NAT and Firewall configurations cannot manage. In many
cases, ALGs (Application Level Gateways) are needed to translate and transport packets
correctly. An ALG provides a service for a specific application such as FTP (File Transfer
Protocol). Incoming packets are checked against existing NAT rules or Firewall filters, IP
addresses are evaluated and detailed packet analysis is performed. If necessary, the content of a
packet is modified, and if a secondary port is required, the ALG will open one. The ALG for each
application does not require any configuration.

ALG support is provided for the following applications. If support is required for additional
applications, security triggers can be configured for these.

Application TCP Port UDP Port
AIM (AOL Instant Messenger) 5190 N/A
FTP (File Transfer Protocol) 21 N/A
IKE (Internet Key Exchange) N/A 500
ILS (Internet Locator Service) 389 (+1002) N/A
MSN (Microsoft Networks) 1863 N/A
PPTP (Point-to-Point Tunnelling 1723 N/A

Protocol)

RSVP (Resource Reservation Protocol) N/A N/A
L2TP (Layer 2 Tunnelling Protocol) N/A 1701
SIP (Session Initiation Protocol) 5060 5060

Security Trigger

A security trigger can be defined for applications that are not supported by the ALGs listed
above. A security trigger allows the firewall to dynamically open and close secondary ports
associated with a particular application and to specify the maximum length of time the port
remains open.

Policies, Triggers, Intrusion
Detection, Logging

Security Policy Configuration.. €

Security Trigger Configuration... @

Configure Intrusion Detection... @

Configure Security Logging... €

e Select “Security Trigger Configuration ...”

The following screen is displayed
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Security Trigger Configuration

Current Security Triggers

Security Triggers

Secondary Secondary Enable

Port Port Allow Max Enable Bi
VD 1S Number Number ot ot Multiple  Activity Session UDF Ad
Type Start End Qumbey Qubey Hosts | Interval Chainin Sos=lon Reple
Start End 9 Chaining P
tocp 1720 1720 1024 65535 false 30000 true false true
udp 51200 51201 1024 65535 false 3000 false false false
tocp 51210 £1210 1024 65535 false 3000 true false false

Mew Trigger

Return to Interface List

Current security triggers are displayed. There is an option to delete each entry.

The following screen is displayed

72

Select “New Trigger”

Security: Add Trigger

Secondary |Secondary Enable
Port Port Allows Max Enable
TraTnsp;urt Number | Number N:rlnj'nﬁer N:r?:l:er Multiple | Activity Session SEL;[S):]"
yp Start End Start End Hosts Interval | Chaining Chaining Ri
tp > [ 1024 65535 [Alow =] || [Aliow | |[Alow =] |[
Apply

Return to Trigger List

Return to Interface List

Enter the following parameters

Transport Type
Port Number Start
Port Number End

Secondary Port Number
Start

Secondary Port Number
End

Allow Multiple Hosts

Max Activity Interval

Enable Session Chaining

UDP Session Chaining

Adds a trigger for a TCP or UDP application
Sets the start of the trigger port range for the control session
Sets the end of the trigger port range for the control session

Sets the start port range that the trigger will open

Sets the end of the port range that the trigger will open

Allow or Block sets whether or not a secondary session can be
initiated to/from different remote hosts or the same remote
host on an existing trigger

The max interval time in milliseconds between the use of the
secondary port sessions. If a secondary port opened by a
trigger has not been used for the specified time, it is closed

If this is enabled, TCP dynamic sessions also become
triggering sessions, which allows multi-level session triggering

If this is enabled, UDP dynamic sessions also become
triggering sessions, which allows multi-level session triggering
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Binary Address
Replacement

Address Translation Type

e Select “Apply”

Intrusion Detection

Sets whether the destination IP address of the incoming
packet is replaced with the associated internal IP address to
allow NAT traversal

Sets address replacement on a particular packet type.

This is used to detect and block incoming attempts to attack or block traffic to the site.

Policies, Triggers, Intrusion
Detection, Logging

Security Policy Configuration... €

Security Trigger Configuration... @

Configure Intrusion Detection... @)

Configure Security Logging... £

e Select “Configure Intrusion Detection ... ”

The following screen is displayed

Use Blacklist falze «

Use ¥ictim Protection falze ~
Victim Protection Block Duration E00 seconds
DOS Attack Block Duration 1800 seconds
Scan Attack Block Duration W seconds
Scan Detection Threshold b per second
Scan Detection Period B0 seconds
Port Flood Detection Threshold 10 per second
Host Flood Detection Threshold 20 per second
Flood Detection Period 10 seconds
Maximum TCP Open Handshaking Count |5 per second
Maximum Ping Count 15 per second
Maximum ICMP Count 100 per second

Apply
Clear Blacklist

Return to Interface List

e Enter the following parameters

Use Blacklist

Enables or disables blacklisting of an external host if the
firewall has detected an intrusion from that host. Access is
denied to that host for 10 minutes.
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Use Victim Protection

Victim Protection Block
Duration

DOS Attack Block
Duration

Scan Attack Block
Duration

Scan Detection
Threshold

Scan Detection Period

Port Flood Detection
Threshold

Host Flood Detection
Threshold

Flood Detection Period

Maximum TCP Open
Handshaking Count

Maximum Ping Count

Maximum ICMP Count

Enables or disables the blocking of incoming broadcast Ping
commands for the period specified in Victim Protection Block
duration.

The period for which incoming broadcast Pings are blocked.
The default setting is 600 seconds.

If a Denial of Service attack is detected, traffic from that host
is blocked for the duration specified here. The default setting
is 1800 seconds.

If scan activity from a host attempting to identify open ports is
detected, traffic from that host is blocked for the duration
specified here. The default setting is 86400 seconds (1 day).

If the number of scanning packets counted within the Scan
Detection Period exceeds the value set here, a port scan
attack is detected. The default setting is 5 per second.

The duration that scanning type traffic is counted for. The
default setting is 60 seconds.

This is the maximum number of SYN packets that can be
received by a single port before a flood is detected. The
default setting is 10 per second.

This is the maximum number of SYN packets that can be
received from a host before a flood is detected. The default
setting is 20 per second.

If the number of SYN floods counted within this duration
exceeds either the Port Flood Detection Threshold or the Host
Flood Detection Threshold, traffic from the attacker is blocked
for the DOS Attack Block Duration. The default setting is 10
seconds.

This is the maximum number (per second) of unfinished TCP
handshaking sessions that are allowed before a DOS attack is
detected. The default setting is 5 per second.

This is the maximum number of Pings (per second) that are
allowed before a DOS attack is detected.

This is the maximum number of ICMP packets (per second)
that are allowed before a DOS attack is detected.

Select “Clear Blacklist” if you wish to clear all external hosts from the blacklist.

Select “Apply”
Save Configuration
Restart the module
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Security Logging

e Select “Configure Security Logging ...”

The following page is displayed

Policies, Triggers, Intrusion
Detection, Logging

Security Policy Configuration... €

Security Trigger Configuration... @

Configure Intrusion Detection... @)

Configure Security Logging... @

Security Logging State

Security Logging is enabled

Disable Security Logging |

Security Event Logging States

Logging
Type

Session
Logging

Blocking
Logaging

Intrusion
Logging

Status State Level Output to:
Enabled naotice -
Level: notice Disahle Console
Output to Change
Ewvent Log
Enabled hotice -
Level: notice Digable Caonsole
Output to Change
Event Log
Enabled naotice -
Level: notice Disahle Console
Output to Change
Ewvent Log

Logging is enabled by default for Session Logging, Blocking Logging and Intrusion Logging.

To disable all logging:

e Select “Disable Security Logging”

Session Logging, Blocking Logging and Intrusion Logging.

To disable any of the above

e Select “Disable”

e One of eight logging levels for reporting can be selected from the drop down menu

Emergency
Alert
Critical
Error
Warning
Notice
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Informational
Debug

e The output can be directed to the Console or the Event Log.

IP ROUTES

This allows static IP routes to be defined.
Existing routes are listed. To change the parameters on an existing route
e Select “IP Routes” in Advanced Configuration menu

The following screen is displayed

Broadband Module

Broadband Muu e Ed it ROUtES

Basic Configuration

Advanced Configuration There are currently no Routes defined.
ADSL Test
Diagnoskics
Flash Update

Reset to Defaults

Create new Ip v4Route.. ©

Help ©

e Select “Create new IP V4 route ...”

The following page is displayed

Broadband Module

Broadband Module create Ip V4R0ute

Basic Configuration
Advanced Configuration MEGD value
ADSL Test )
EmEREaEs Destination 0.0.00
Flash Update Gateway
Reset to Defaults

Metmask 0.0.00

Cost 1
Admin Accounts Interface none ¥
Firewall 8 Security
1P Routes Advertise false »
DHCP Server
Advanced ISDN OK| Reset

Cancel

e Enter the following parameters:

- Destination IP address
- Gateway IP address
- Netmask
- Cost - this sets the number of hops counted as the cost of the route.
- Interface — choose from the following:
ipwan
ipdmz
iplan
None
- Advertise — true or false

e Select “OK”

The list of routes is displayed again.
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DHCP SERVER

e Select “DHCP Server” in the Advanced Configuration menu
The DHCP Server is displayed

Enable/Disable
The DHCP server is enabled by default.

Broadband Module

Broadband Module DHCP Server

Basic Configuration
Advanced Configuration
ADSL Test
Diagnostics
Flash Update

Reset ko DefaLits

This page allows creation of DHCP server subnets and DHCP server fixed
host IP/MAC mappings. ¥ou may also enable and disable the DHCP server
from here.

The DHCP server is currently enabled.

Disable

Advanced Setup

Adrmin Accounts

e Select “Disable” to turn off the DHCP server.

DHCP Server Interfaces
By default the DHCP server operates on the iplan and ipdmz interfaces.
There is an option to delete DHCP on each interface.

AL AL
Firewall & Secrity

1P Routes DHCP server interfaces

DHCP Server

Adwanced ISDN

Use this section to edit the list of IP interfaces that the DHCP server will
operate an,

Name Delete?
iplan T
ipdmz I~

Apply | Feset

Add new interface
There is an option to tell the DHCP server to operate on the ipwan interface.

Add new interface

Use this section to tell the DHCP server to operate on another 1P
interface.

New IP interface: Iipwan hd Addl
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Existing DHCP Server Subnets

Existing DHCP server subnets

Use
use local
local h Assign Get
host ost Auto subnet
Subnet Value  Subnet Mask address n Delete?
address as Domain from IP
as DNS Name interface
default
server
gateway
Advanced
[192.168.1.0 |255.265 255.0 e | [true =] [tue =] [iplan | T AATRA(5)
Advanced
[192.168.0.0 | 265,255 255.0 [rue =] ftrue =] [tue =] [ipdmz =] 1 TRl T)

Apply | Reset

Crests new Subnet... O

Help

The settings for the existing subnets on the iplan and ipdmz are displayed.

All displayed parameters can be changed — change the setting to a new value and click “Apply”.
To delete a subnet, check the associated box and select “Apply”.

To create a new subnet

e Select Create new subnet...

The screen displayed is the same as Edit DHCP server subnet in the following section.
Advanced Options

e Select Advanced Options

Parameters for this subnet

Edit DHCP server subnet

This page allows you to change an existing DHCP server subnet, This can
include moving the subnet, offering a different range of addresses an the
subnet, or altering option configuration parameters offered to DHCP
clients on this subnet,

Parameters for this subnet

Edit the definition of the DHCP subnet here, If you do not wish to specify
the subnet value and subnet mask by hand, vou may instead salect an IP
interface using the Get subnet from IP interface feid. The subnet will
track the IP address and subnet mask belonging to the chosen IP

interface.

Subnet value 192 [1e8 |1 o
Subnet mask N TN

Get subnet from IP interface m

Maximum lease time |2592E|D seconds
Default lease time 259200 seconds

The current subnet parameters are shown. These can be changed as required.

IP addresses to be available on this subnet
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IP addresses to be available on this subnet

You nesd to make sure that the start and end addresses offered in this
range are within the subnet you defined above. Alternatively, you may
check the Use a default range hox to assign 3 switable default IP address
pool on this subnet,

Start of address range |192 . |1BB . |1 . |2
End of address range [tz e |1 21
Use a default range Iv

The range of IP addresses available on the subnet is shown. These can be changed if required.

DNS Server option information

DNS server option information

Enter the addresses of Primary and Secondary DNS servers to be provided
to DHCE clierts on this subret, You may instead allow DHCP server to
specify it own IP address by clicking on the Use local host address as
DNS server checkbox,

Primary DNS server address |D . |D . |D . |D

Secondary DNS server address |D ) |D . |D ) |D

Use local host address as DNS server [«

The default setting is use local host as the DNS server - all DNS requests are sent to the default
gateway 192.168.1.1 which then relays the request to the DNS addresses negotiated at start

up.

Specific DNS servers can be defined if required.

Default gateway option information

Default gateway option information

Use local host as default gateway v

Use local host as default gateway is checked by default.

Additional option information

Additional option information

Add and remove items from this list to configure additional option
information you would like the DHCP server to give to clients on this
subnet,

Create new DHCP option... )

ﬂ Reset
Cancel

e Select Create new DHCP option ...

The following screen is displayed
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Create DHCP server configuration option

This page allows you to set up a new DHCP server configuration option
that will be sent to DHCP clients on this subnet.

Create new DHCP option

Choose which option you would like to configure using the drop down list,
Then fill In the text box to speclfy what will be sent to DHCP clients if they
should request 3 value for the chosen option, Some of the options, such 35
WINS servers, may be 3 list of IP addresses, You should type them in
gaparated by commas, as in the following exampls:

192.168.219.1, 192,168.220.1

Dption name

Option value "
Domain name

Feset IRC server

HTTP server

SMTP server
Cancal POP3 sarver
NMTF server
WING servers
Tirne servers

Select one of the following options from the drop down menu:

Default gateway
Domain name
IRC server
HTTP server
SMTP server
POP3 server
NNTP server
WINS server
Time server

Enter the option value in the field below.
Select OK

To always assign the same IP address to a host
The same IP address will always be assigned to a specific host with the specified MAC address.

Existing DHCP server subnets

Use
use local
local Assign Get
host host Auto subnet
Subnet Value Subnet Mask address A Delete?
address as Domain from IP
as DNS Name interface
default
server
gateway
- Advanced
[1az 16610 |255 255 255 0 [tue x| [tue =] [tue =] [ipan =] Options...©
- Advanced
[192.168.00 |255.255.256.0 [tue «| [rue »| ftue | [ipdmz ~| Optinn=... @

Apgply | FReset

Create new Subnet... ©

Help

There are currently no DHCP server fixed IP/MAC mappings defined.
Create new Fized Host... ©

Help

Select “Create new Fixed Host ...”

The following screen is displayed
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Create new DHCP server fixed host
IPIMAC mapping

Add new mapping

Define wour new flxed mapping here, The IP address you choose will be
givern to the host with the MAC address vou specify, The IP address must
not clash with an 1P address already present In 3 dynamic address range.
You should also ensure that there is a sultable subnet defined for the Ir
address to resids In. The MAC address should be expressed as &
hexadecimal pairs seperated by colons, e.q. 00:20:25:01:02:03

IP address | . | . | . |

MAC address |

Maximum lease time |259200 seconds

% Reset
Cancel

e Enter the IP address to be assigned to the host
e Enter the MAC address of the host

e Enter the maximum lease time in seconds

e Select “OK”

ADVANCED ISDN

Additional optional ISDN settings can be entered here.

e Select "Advanced ISDN" from the Advanced Configuration menu

Call Log
This option is used for system maintenance and is disabled by default.

Edit PPPolsdn Settings

Call Log

The ISDN Call Log is currently disabled . To retrieve the ISDM Call Log,
right-click here and select "Save Target As...".

# Disabled - Do not log ISDN Calls

" Enabled - Log ISDM Calls made for the next 5 days.

Apply

Options

Additional parameters can be entered for ISDN
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Backup Telephone Number

Number of Retries

Retry Interval

Initial Period

Recurring Period

Idle Timer

82

Options

Mame VYalue

Backup Telephaone Number|

Mumber of Retries |B

Retry Interval |30 seconds
Initial Period |3 minutes
Recurring Period |1D minutes
Idle Tirmer |30 seconds
Maximum Calls/day |IJ

Auto Recaowvery On ® Enabled ¢ Disabled

Auto Recovery Timer |30 minutes

Change Reset

If the ISP provides a secondary telephone number for Internet
access in case the primary number is unavailable, it can be
entered here.

If the first attempt to establish an ISDN connection is
unsuccessful, the module automatically redials the number. The
user configures the number of times the number is redialled
within the range 1 - 255. The default setting is 30 retries. The
number of retries applies first to the main telephone number and
then to the backup telephone number if it is enabled. If a
connection cannot be established on the backup number after the
last retry, no further attempt is made to establish a connection.

No limit is placed on the number of retries if ' 0' (zero) is specified
as the number of retries.

This defines the time interval between retry attempts and is
programmable within the range 5 - 60 seconds. The default
setting is 10 seconds.

During an ISDN call a timer is set to disconnect the call if no data
is sent or received for a period of time.

Three timers are used:

The Initial Period defines the period from the start of the call to
the end of the initial billing period. This can be set by the user to
the initial billing period of the ISDN call. This information is
available from the service provider. The range is between 0 and
60 minutes. The default setting is 3 min.

The Recurring period defines the recurring billing period. The
range is between 0 and 60 minutes. This can be set by the user to
the recurring billing period of the ISDN call. This information is
available from the service provider. The range is 0 to 60 minutes.
The default setting is 3 min.

The Idle timer monitors the call for a period before the expiry of
the initial billing period and subsequent recurring periods. If no
data is present during the idle timer period, the call is
automatically disconnected at the end of that billing period. The
default setting is 30 secs and the range is O - 120 secs.

If the Initial Period and the Recurring Period are set to zero, no
cost control is applied and the call will always remain connected
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regardless of whether data is present or not until the call is
manually disconnected.

If the Initial Period is set to zero, and the Recurring period is set
to a non-zero value, then the call is only monitored for idle
periods during the Recurring Period.

If the Initial Period is set to a non-zero value, and the Recurring
Period is set to zero, then the call is only monitored for idle
periods during the Initial Period. If the call is still connected after
the Initial Period, it will remain connected until manually
disconnected.

Maximum Calls/day A call counter sets a threshold on the maximum number of ISDN
calls allowed per day. When this threshold is exceeded, ISDN is
disabled. This is designed to control the number of calls
inadvertently made by applications without the knowledge of the
user. The range is 0 -1000. When this is set to O (the default
setting), there is no limit on the number of calls that can be made.

The counter is automatically set to zero at midnight each day.
Auto Recovery On When enabled, the auto recovery timer becomes active.

Auto Recovery Timer A timer option is provided to automatically re-enable the ISDN
after the retry threshold is reached. The timer range is 1 - 120
minutes. The default setting is 30 minutes.

e Enter the new parameters
e Select "Change" ("Reset" restores the default values)

ADSL TEesT

This performs a series of diagnostic tests on the ADSL connection and displays the test results.

Broadband Module

Broadband Module

ADSL Test

Basic Configuration
Advanced Configuration
ADSL Test

Perfarm an ADSL test on your device to identify any problems with your
Internet connection,
@ Tell me more about performing an ADSL test...

To perform an ADSL test, please ensure your device is connected to your
phone line, and press the Perform ADSL Test button below, 4 test may
take several minutes to complete; please do not interrupt the check
during this time,

| Resetto Defaults

Before running an ADSL test, you may want to monitor how your DSL
caonnection is performing by looking at the DSL Status page.

Perform ADSL Test >

e Select “Perform ADSL Test”

The tests are performed and the results are displayed.

Result Test Diagnostic Cause
Passed User diagnostics - ADSL connection OK
complete
Failed Physical connection WAN port ADSL line
connecting: disconnected
handshaking
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Aborted User’s ppp Configuration Incorrect username or
connection changed during test password
Failed User’s ppp ppp connection Incorrect protocol
connection establish (Type of Access)
Incorrect VPl or VCI
DSL Status

e Select DSL Status on the ADSL Test page

Cperational mode Inactive
State HandShake
Trained transmit bit rate 0 kbps
Trained receive bit rate 0 kbps
Upstream power 0.0 dBe
Local Fast channel FEC error count 1]

Local Interleaved channel FEC error count 0

Local Fast channel CRC 0

Local Interleaved CRC 1]

Local line attenuation 0.0 de
Local signal-to-naise margin 0.0 de
Local LOS 1]

Local SEF 1]

Remote Fast channel FEC error count

1]
Femote Interleaved channel FEC error count 0
Remote Fast channel CRC 1]

1]

Remote Interleaved CRC

Remate line attenuation 0.0 dB
Remote signal-to-noise margin odB
Remote LOS 1]
Remote SEF 1]

This page displays a range of DSL parameters indicating line speed and quality.

Parameter

Description

Operational Mode

Inactive — the line is disconnected or the DSL modem is negotiation
with the DSLAM

G.DMT orT1.413 - indicates the DSL standard that has been
negotiated with the DSLAM

State

Showtime - the line is synchronised and the ADSL connection is
successfully established

Training - the ADSL modem is negotiating line speed with the
DSLAM

Handshake - the handshaking procedure is taking place to
determine the nature and capabilities of the endpoints

Trained transmit bit rate

The upstream line speed

Trained transmit bit rate

The downstream line speed
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Upstream power

The output power of the ADSL modem

Local/Remote fast channel
FEC error count

The fast channel Forward Error Correction error count measured at
the near/far end

Local/Remote interleaved
channel FEC error count

The interleaved channel Forward Error Correction error count
measured at the near/far end

Local/Remote fast channel
CRC

The fast channel Cyclic Redundancy Check error count measured at
the near/far end

Local/Remote interleaved
channel CRC

The interleaved channel Cyclic Redundancy Check error count
measured at the near/far end

Local/Remote line
attenuation

The line loss measured at the near/far end

Local/Remote signal-to-

The signal-to-noise ratio measured at the near/far end

noise margin

Local/Remote LOS The number of occurrences of Loss of Signal at the near/far end

Local/Remote SEF The number of Severely Errored Frames received at the near/far
end

DIAGNOSTICS

This is used for system maintenance and contains the following diagnostic tools.

Event Log

Broadband Module

Diagnostics

Broadband Module

Basic Configuration
Advanced Configuration
ADSL Test
Diagnostics
Flash Update
Reset to Defaults

Welcome to the Broadband Module, Please select a menu option to view
diagnostic and status information about your module,

Diagnastics

Event Log
Fing
Logging

Shows system related events. This provides diagnostic information.

Broadband Module

Event log

Broadband Module

Basic Configuration
Advanced Configuration
ADSL Test
Diagnastics

Flash Update

Reset to Defaults

Showing all events

(rmost recent events last; times are since last reboot, or real time if
Svallable):

Time Event

Diagnostics

Event Log -
Clearthese entries
Fing

Logaing

Select events to view
Selectalag. - M
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PING
This is used to test the broadband c

onnection.

Ping

FLASH UPDATE

This allows you to check the availability of the listed services

Description

Gateway Address
Primary DMS
Secondary DMS
SIP Server

User Defined

IP Routes

Ping All

Address

not currently set

not currently set

not currently set

sip.bbwservice.nat.bt.com

Ping

Fing

Ping

Fing

Ping

Ping

22 B B2 E

Fing

Status

This option is used to update the module with a new version of firmware and is available to

engineering support personnel only.

RESET TO DEFAULTS

This resets the module to the factory default settings.

Select “Reset to Defaults” from the Advanced Configuration menu

The following screen is displayed

Internet Module

rarset s Reset to Defaults

£attings.

Cconfirm

86

@ Toll mo mars about resetting to defaults..

Rasotio Dotauks

Rasstting Internat Modula will changs its settings to factory defaults. This
will overwrite any changes that you have previously made to the device

Resetting thes device to factory defaults can not be undone. To
reset Internet Module, tick the Conlirm box and then chck on Reset
to Defaults,
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Check the “Confirm” box
Select “Reset to Defaults”

The default settings are restored.
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APPENDIX A

Setting up wireless networking on a PC using the recommended settings in WLAN setup

Enter the settings used in the initial WLAN setup (page 44) in the table below. Refer to this table
when setting up PCs to connect to the WLAN

Network Name / SSID

WPA Pass Phrase

PCs Allowed to connect to WLAN

MAC Address (1)

MAC Address (2)

MAC Address (3)

MAC Address (4)

MAC Address (5)

MAC Address (6)

MAC Address (7)

MAC Address (8)

This procedure describes setting up WPA security on a PC with Windows XP.
For other operating systems, please consult your PC user manual.
Note that some older wireless LAN adapters do not support WPA.

e  Click “Start” on the task bar of the PC
e Click “Control Panel”
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- Control Panel [

Fie Edt Wew Favortes Took  Help

O3 O

Folders

o>
A
gt

Accessibiity AddHardware  Addor  Administrative  Automatic  Bluetooth  Broadcom ASF
@ Switch to Catagary View Options Remov, ., Tools Updates Devices  Configuration

A @ B e

m’ Control Panel

A
L
®

See Also A
Broadcom  Dakeand Time  Display Find Fast  Folder Options  Forts
@ Windows Update Control Suite Controllers
@) Help and Suppart - .
7] ¢ v PL
= &= \ —
InteR)GMA  Intenst  JavaPlug-in  Keyboard Mouss Hetwork PatchLink

Driver for...  Options Connections ~ Update

4 % e8P

Phone and  Portable Media Power Options  Prinkers and  Regional and  Scanners and  Scheduled

Ll
B

Modem ... Devices Faxes Languags ... Cameras Tasks
Security SigmaTel  Soundsand  Speech System  Taskbarand  User Accourts
Center Audio Audio Devices Start Menu

)

@

Windows Wireless
Firewall  Network Set...

Double click the Network Connections icon

S Network Connections

CEx

Fle Edt Wew Favortes Toos Advanred  Help 7]

Q- @ - [F PO sarch [ Folders

Address | @ Hetwark Connections ¥ Be
Dial-up
Network Tasks
RAS LAKE GRICY33
Create a new connection Disconnected Disconnected
@ Change Windows Firenal ._L Conexant D110 MDC W.5x Mo... T [l Conexant DL10 MDC ¥.9x Ma. ..

settings

LAN or High-Speed Internet
See Also )
Local Area Connection Wireless Metwork Connection
1) Network Troubleshooter Disabled Mot connected
1, Broadcom Mstitreme 57,01 Gig.,. T () Intel(R) PROJWireless 220066,
Other Places Personal Area Network

B ControlPanel Blugtooth Network Connection
Sty Network Places Disconnected
—

Bluetonth Device (Personal Ar...
() My Documents

g My Computer

Details

Network Connections
‘System Folder

Double click the Wireless Network Connection icon
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5" Wireless Network Connection £|
Network Taoks Choose a wireless network
ﬂ Refresh netwark list Click an item in the lisk below to connect ko a wireless network in range or ko get mare
information.
<) Setup a wireless network ()] BT¥ Derno Room
For & home ar small office
*f Security-enabled wireless netwark (WPA) l“l[l
Related Tasks (cﬂ)) damians_wpa_aim
\_‘i.) Leatn about wireless Unsecured wireless network I.I![I
Ty ((Q)) PRISM_01_SI_T9_bernar
% Change the order of ﬂ !
preferred networks ”_»‘_ Security-enabled wireless network l“!
% Hhermp et Q) CSE lab Wireless ATM
settings
”_»J_ Security-enabled wireless netwark (WPA) l.l!l
PRISM_01_1f_5d
((ﬂ)) -
Unsecured wireless network. l“l[l
Reservoir_si
(tﬂ)) -
*}J_ Security-enabled wireless network (WPA) l“l!
Conneck

A list of wireless networks is displayed.

e Click Change the order of preferred networks

Wireless Network Connection Properties

General | Wireless Metworks Advanced|

tings

Available networks:

Ta connect to, disconnect from, or find out mare information
about wireless netwarks in range, click the button below.

Wiew Wireless Metworks
Preferred netwarks:

Automatically connect to available networkes in the order listed

bl
M ove up
Move down
Add.. Bermowve Froperties
Leam about setting up wireless network, _
configuration.

[ 0K ][ Cancel ]

e Click Add
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Agzociation | Authertication | Connection

Metwork name [S510]: Metwork 01
wireless network key

Thiz network, requires a key for the following;

Metwork Authentication: WwRA-PSK v
Data encryption: TEIP 3
Metwork, key: LTTYTTIYTYS
Canfirm network, key: LTTYTTIYTYS

[ This is a computer-ta-camputer (ad hos) network; wireless
access points are not used

[ 0k ] [ Cancel

Enter the network name (SSID) (this is the Network Name (SSID) entered in the WLAN
settings in p.43)

Select WPA-PSK from the Network Authentication drop-down menu

Select 7KIP from the Data encryption drop-down menu

Enter the network key (this is the Pass Phrase entered in the WLAN settings in p.46)
Confirm the network key

Click 0K
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APPENDIX B

To find out the MAC address of a PC

e  Click start
e Click Run

Run E]g]

= Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you,

Open: L3

[ OF ][ Cancel ][ Browse, ..

e Enter cmd

o C:\WINDOWS\system32\cmd. exe

Microsoft Windows RP [Uersion 5.1.268081
(C> Copyright 1985-2081 Microsoft Corp.

C:“Documents and Settings:terrywilliams\Desktopripconfigrall_

o At the prompt > type ipconfig/all [return]

A\WINDOWS\system32\cmd.exe

Microsoft Windows XP [Uersion 5.1.266801]
{C> Copyright 1985-2881 Microsoft Corp.

IC:~Documents and Settings“terrywilliamsDesktopripconfigrall
Mindows IP Configuration
Host Mame P = WILLIAMS _TERRY
Primary Dns Suffix

Mode Type
IP Routing Enahled

Ethernet adapter Wireless Network Connection:

Media State : Media disconnected
Description :_Inte R> PROAAlirele

Connection
Physical Address. . . - . . . . . 3 B8-12-FA-55-7C-CD

IC:“Documents and Settings“terrywilliams“Desktop>

The MAC address is displayed under
Ethernet adapter Wireless Network Connection:

Physical Address . . ..........:(MAC address)
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Index

Admin, 33

ADSL, 8

ADSL Health Check, 50
Advanced Configuration, 32
Advanced NAT Configuration, 37
Auto configuration, 12
Application Level Gateways, 42
ATM, 14

Basic Configuration,
Blacklist, 45

Codecs, 5, 29

Connections, 3

DHCP, 11, 18

DMZ, 28

DOS Attack, 45
DSL/Broadband, 2
ETH/DMZ Port, 4, 28

Event logging, 39

filter, 36

Firewall, 2, 5, 34

Fixed Host IP Address, 49
Global Address Pools, 37
Host Validators, 41

ICMP, 46

Indicators, 3

Installation, 2

Intrusion Detection, 5, 35, 44
IP Gateway, 25

ISDN, 2, 41, 65

LAN Gateway, 9

Local Area Network, 2, 4
Event Logging, 5

Management, 2
Manual addressing, 20
MDF, 2

NAT, 36

Network Address Translation, 5, 36
BT Versatility Wizard, 6
Packet Filter, 5
Password, 7

Ping, 46

Port, 4, 40

Port Flood attack, 45
PPPoA, 13

PPPoE, 15
Programming, 6
Quality of Service, 5
Raw Filter, 40

Registrar Proxy, 29
Reserved Mappings, 38
Reset Button, 4

routes, 4, 38

Security State, 35
Security Level, 35
Security Interfaces, 34, 36
Security Trigger, 43
SIP, 29

Static IP address, 26
Username, 7

Victim Protection, 45
VolP, 2,5, 29

VPI/VCI, 14

Wide Area Network, 2, 4
Wireless Networking 42
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