
Endpoint Security  
Assessment
Did you know that 70% of all cyber attacks start at the endpoint? BT has got your 
back with our Endpoint Security Assessment. By showing you where your weak 
points are, it can help protect your business against modern cyber threats.

Endpoint security is where your business 
is most vulnerable, yet traditional  
anti-virus products struggle to keep  
pace with new and emerging threats.

Our Endpoint Cyber Security Assessment 
is designed to give you full visibility of your 
endpoint security. 

By analysing all your current endpoint 
security measures, we can identify 
vulnerabilities, gaps and potential risks. 

Holistic assessment:  
We evaluate the effectiveness of your 
existing endpoint security controls and 
identify areas for improvement.

Risk mitigation:  
We’ll identify any vulnerabilities and 
weaknesses that can be exploited by 
cyber criminals.

Enhanced protection:  
We’ll show you how to fill any gaps in your  
endpoint security to ensure the safety of 
critical data and systems.

Endpoint Security Assessment

Endpoint security analysis:
• Evaluate existing endpoint security

• �Assess effectiveness in detecting and 
preventing cyber threats

• Identify vulnerabilities

Threat Detection and Response:
• �Assess ability to detect and respond to 

advanced threats that bypass traditional 
security controls

• �Evaluate your endpoint threat detection 
and incident response capabilities including 
monitoring, threat intelligence integration,  
and incident mitigation

Patch management:
• �Analyse your patch management processes 

to ensure timely application of security 
updates and patches

Reporting and recommendations:
• �Summary report of the findings of the 

endpoint cyber security assessment

• �Actionable recommendations to enhance 
your endpoint security posture, prioritising 
critical vulnerabilities and weaknesses



Strengthen your endpoint security 
with BT and CrowdStrike Falcon

We have partnered with CrowdStrike, who are a  
recognised leader in endpoint security. Our Endpoint 
Security Assessment uses the Falcon endpoint sensor 
technology and platform.
Using CrowdStrike Falcon means we can deploy in hours, collect  
data fast and provide results with minimum disruption and no reboots.

Our report will tell you about key security data captured during the 
assessment period.

Areas we can report on include:

• �Threat actors and vulnerabilities – vulnerability related intel artefacts, tailored threat actor CVE map,  
vulnerability overview,  CVE+Exprt.AI*, remediation fixes and exploit status.

• �Misconfiguration overview - PUA/rogue applications,  internet exposed assets, asset types, OS types,  
Windows OS security features, drive encryption and resource usage.

• IT estate overview - by endpoint type, OS platform, form factor and AD OU.

• Account hygiene – overview of admin users, local users and old passwords

Why work with us?
Depth of experience: We’ve been protecting 
ourselves, our customers and the UK’s critical 
national infrastructure for over 70 years. We’re  
also an Elite Global CrowdStrike partner and  
are experienced in deploying the CrowdStrike  
Falcon technology.

Actionable insights: Our comprehensive report 
provides clear recommendations and guidance  
on how to strengthen your identity security.

Proactive risk mitigation: By identifying and 
addressing weaknesses and vulnerabilities,  
we can help you stay one step ahead of cyber  
threats to your organisation.

Our people: Our 3,600+ trusted security 
professionals have extensive technical expertise. 
Meaning they integrate seamlessly into your 
existing security architectures.

Contact us today to schedule a consultation. Visit bt.com
Offices worldwide
The services described in this publication are subject to availability and may be modified from time to time. Services and equipment are provided  
subject to British Telecommunications plc’s respective standard conditions of contract. Nothing in this publication forms any part of any contract.
© British Telecommunications plc 2024 Registered office: One Braham, Braham Street, London, England E1 8EE. Registered in England No. 1800000
November 2024

Endpoint Security Assessment

*Falcon Expert Prediction Rating artificial intelligence (Exprt.AI) model combines vulnerability and threat-based telemetry, 
including CrowdStrike’s own threat intelligence to provide a dynamic, responsive ExPRT Rating for vulnerabilities.


