
Identity security  
assessment

Of breaches use  
stolen identities1

Of companies have experienced  
an AD attack in the last 2 years2

Of attacks were successful  
because of weak AD hygiene2

Identity security is one of the biggest  
issues that businesses face today, but  
BT has got your back. Together with 
CrowdStrike Falcon, we’ll keep your  
business protected from identity-based 
cyber attacks.

Benefits of our complimentary 
AD Risk Review:

80% 50% 40%

Millions of businesses worldwide rely on Active 
Directory (AD) to authenticate and authorise their 
identity data, making it a very attractive target for 
cyber attacks.

While keeping AD secure is essential for any business, 
it is often overlooked leading to simple hygiene 
problems. Issues like inactive accounts that are 
still accessible, too many users with administrative 
privileges, and weak password policies. Often, 
businesses may not understand how to configure AD 
correctly or how to monitor their setup properly.

Protect your business from identity-based 
attacks with our AD Risk Review powered  
by CrowdStrike Falcon
We have partnered with CrowdStrike Falcon to 
conduct your AD Risk Review, giving you complete 
visibility and protection from identity-based attacks.

1.  CrowdStrike Global Threat Report 2022 
2.  EMA Research Report – The Rise of Active Directory Exploits 

Active Directory Risk Review

Gain full visibility  
of your Active  

Directory hygiene.

Identify any 
compromised  

ID credentials that  
may still be in use.

Uncover any 
weaknesses that  

could be exploited.

Learn how to protect 
your business from 

modern identity-based 
cyber attacks.



Active Directory Risk Review

Get on top of your AD hygiene  
with minimal disruption

Identify detections during monitoring period

8 detections seen  
in the last 14 days
• Critical = 0 
• High = 3 
• Medium = 0 
• Low = 0

4 detections seen 
in the last 7 days
• Critical = 0 
• High = 3 
• Medium = 0 
• Low = 0 

Domain security overview and risk score

Stale accounts Compromised passwords Password never expires
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Using the CrowdStrike Falcon platform 
means we can deploy in hours, start to  
collect data and provide results with 
minimum disruption and no reboots. 

Our comprehensive report gives you key  
insights from security data captured in the 
assessment period, including:

•  Domain security overview – key security risks and 
risk indicators around your AD.

•  Attack paths – overview of possible attack paths  
to privileged accounts.

•  Privileged accounts – overview of privileged 
accounts and their associated risks.

•  Poorly protected accounts – overview of how 
accounts are configured and protected.

•  Account hygiene – insight into stale accounts, 
accounts with compromised passwords and 
accounts with passwords that never expire.

Why work with us?
Depth of experience: We’ve been protecting 
ourselves, our customers and the UK’s critical 
national infrastructure for over 70 years. We’re  
also an Elite Global CrowdStrike partner and  
are experienced in deploying the CrowdStrike  
Falcon technology.

Actionable insights: Our comprehensive report 
provides clear recommendations and guidance  
on how to strengthen your identity security.

Proactive risk mitigation: By identifying and 
addressing weaknesses and vulnerabilities, we  
can help you stay one step ahead of cyber threats  
to your organisation.

Our people: Our 3,600+ trusted security 
professionals have extensive technical  
expertise. Meaning they integrate seamlessly  
into your existing security architectures.

Contact us today to schedule a consultation. Visit bt.com
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